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FOREWORD 

We are pleased to publish this forty-nineth volume in the 
Occasional Paper series of the United States Air Force Institute for 
National Security Studies (INSS).  Among the many dimensions of 
national security that face unprecedented changes and challenges 
after the end of the Cold War, arms control has been as directly 
affected as any other dimension.  The formal, bilateral, and 
verification-based arms control that was so central to that former 
period fits neither the new environment nor the expanded focus 
beyond the strategic nuclear arena.  In this paper, Guy Roberts 
presents yet another of his insightful explanations and analyses of 
the adaptations and new directions that are required to give “arms 
control” continued relevance today and tomorrow.  This thorough 
analysis of the special case of biological warfare controls follows 
his January 2001 INSS Occasional Paper (#36) This Arms Control 
Dog Won’t Hunt:  The Proposed Fissile Material Cut-Off Treaty at 
the Conference on Disarmament in chronicling both the failure of 
continuing emphasis on formal Cold War-type arms control 
products and the enduring centrality of cooperative “arms control” 
processes in the current national security environment.  In Roberts 
line of argument, arms control is indeed dead, yet “arms control” 
can and must be reborn in the form of a wide range of integrally 
linked and multifaceted legal, diplomatic, economic, and military 
instruments to effectively fight the spread and use of dangerous 
weapons and systems. 

About the Institute 

INSS is primarily sponsored by the National Security Policy 
Division, Nuclear and Counterproliferation Directorate, 
Headquarters US Air Force (HQ USAF/XONP) and the Dean of the 
Faculty, USAF Academy.  Other sponsors include the Secretary of 
Defense’s Office of Net Assessment (OSD/NA); the Defense Threat 
Reduction Agency; the Air Staff’s Intelligence, Surveillance, and 
Reconnaissance Directorate (XOI) and the Air Force's 39th 
Information Operations Squadrons; the Army Environmental Policy 
Institute; and the Air Force Long-Range Plans Directorate (XPXP).  
The research leading to the papers in this volume was sponsored by 
OSD/NA, DTRA, and XONP.  The mission of the Institute is “to 
promote national security research for the Department of Defense 
within the military academic community, to foster the development 
of strategic perspective within the United States Armed Forces, and 
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to support national security discourse through outreach and 
education.”  Its research focuses on the areas of greatest interest to 
our organizational sponsors:  arms control and strategic security; 
counterproliferation, force protection, and homeland security; air 
and space issues and planning; information operations and 
information warfare; and regional and emerging national security 
issues. 

INSS coordinates and focuses outside thinking in various 
disciplines and across the military services to develop new ideas for 
defense policy making.  To that end, the Institute develops topics, 
selects researchers from within the military academic community, 
and administers sponsored research.  It also hosts conferences and 
workshops and facilitates the dissemination of information to a 
wide range of private and government organizations.  INSS 
provides valuable, cost-effective research to meet the needs of our 
sponsors.  We appreciate your continued interest in INSS and our 
research products. 
 
 
 
 

JAMES M. SMITH 
             Director 

 



 ix

EXECUTIVE SUMMARY 

After being terrorized by the October 2001 anthrax attacks in 
which five people lost their lives, it was anticipated that the United 
States would support a new protocol touted as a new compliance 
mechanism for strengthening the Biological Warfare Convention 
(BWC).  However, in December 2001, the United States rejected 
the protocol as ineffective and fatally flawed.  Backed by years of 
study and test inspections, the United States argued that traditional 
arms control approaches to biologically based substances can not 
work because of the dual nature of these substances.  Unlike 
chemical or nuclear weapons, the components of biological warfare 
are found in nature, in the soil and air.  The presence of these 
organisms in any quantity does not necessarily connote a sinister 
motive.  Absent actual weaponization or compelling evidence of 
intent, it is virtually impossible to prove a violation of the BWC.  
Further, any information gains from such measures are more than 
offset by the risks to sensitive bio-defense programs and 
confidential and proprietary business information.   

 Despite the rejection of the protocol, the United States and 
the rest of the world recognize the tremendous threat biological 
weapons pose to peace and international security.  Biological 
weapons have been used since antiquity, and efforts to constrain 
and prohibit them have been undertaken almost as long and with 
not much success.  Nevertheless, the BWC coupled with the 1926 
“Gas Protocol” banning the use of bacteriological weapons forms 
the basis for the prohibitory norm banning the development, 
production and use of biological weapons.  Most of the nations of 
the world are parties to these treaties.  Despite the inability to craft 
effective verification measures, the prohibitory norm remains strong 
as evidenced by the fact that no country admits to developing or 
possessing biological weapons (BW). 

Still, there are a number of states and terrorist groups actively 
seeking to acquire and use these weapons.  Russia, one of the BWC 
depository states, had (and is suspected of continuing to have) the 
world’s largest offensive BW program, one that is a severe 
proliferation threat.  Iraq and a number of other countries maintain 
significant programs.  Terrorist groups such as Al Queda are known 
to be attempting to acquire this capability. These countries are also 
pressuring the developed countries to provide them with the 
technologies and equipment to develop such programs. 
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In recognition of the threat, the United States advocated 
moving beyond signing up to another ineffective arms control 
agreement and finding a new way to focus on a strengthened 
international commitment to combat the BW threat in all its forms.  
Recognizing that international cooperation is key, the United States 
proposed a number of alternative measures that it considered far 
more effective.  These ranged from national bio-defense 
preparedness to bilateral efforts of cooperation to multilateral 
mechanisms for impeding, stopping, and rolling back illicit BW 
activities.  A key element is getting serious about noncompliance 
and calling those nations who do not live up to their international 
legal and political obligations to account. 

Using the US proposal as a blueprint, the states parties to the 
BWC adopted a modest work program to strengthen the 
implementation of and compliance with the legal obligations of the 
Convention.  This is complementary to a new and more effective 
approach, advocated here, to utilize the numerous multilateral 
mechanisms and on-going initiatives designed to target a specific 
aspect of the threat and to the greatest extent possible limit the 
ability of terrorists and proliferators to acquire a BW capability.  
These include, but are not limited to, initiatives by international 
governmental organizations such as the World Health Organization, 
World Food and Agriculture Organization and World Customs 
Organization; new initiatives by regional security cooperation 
organizations such as NATO; international law enforcement 
cooperative efforts such as the initiatives started by INTERPOL and 
EUROPOL; the efforts of members of the Australia Group, a 
voluntary export control organization of like-minded states; and the 
numerous national and international efforts at tracking and 
interdicting the financial networks which fund these terrorist or 
proliferation activities.  These multi-faceted initiatives fully support 
the goals of the BWC and have much more capability of 
interdicting and stopping those who might try to acquire such 
weapons. 

The time for “better-than-nothing” proposals is over.  A united 
world, acting in concert across a broad front of areas utilizing the 
full panoply of financial, diplomatic, economic, and military 
resources at our disposal, with the firm determination to rid the 
world of these weapons of terror, is our best hope for success.  It is 
only when those that pursue these weapons learn that to do so is a 
huge miscalculation and that the world is united across this broad 
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band of international organizations against them will this threat to 
mankind be eliminated. 
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ARMS CONTROL WITHOUT ARMS CONTROL:  
THE FAILURE OF THE BIOLOGICAL WEAPONS 

CONVENTION PROTOCOL AND A NEW 
PARADIGM FOR FIGHTING THE THREAT OF 

BIOLOGICAL WEAPONS 

GUY B. ROBERTS 

INTRODUCTION:  ADDRESSING THE FEAR OF 
BIOLOGICAL WARFARE 

Germ terrorism is the single most dangerous threat to our 
national security in the foreseeable future. 

  - R. James Woolsey, former CIA director1  

On October 5, 2001 a Florida man died after opening a letter 

containing the deadly anthrax bacteria.  Subsequently, several 

more letters containing anthrax were received at the offices of 

Senators Daschle and Leahy and NBC headquarters in New York.  

These letters and others resulted in a total of five deaths and 18 

infections, and caused widespread panic.  The terrorist attack of 

September 11, the prospect of more attacks by terrorists, to 

include the possible use of biological weapons, fundamentally 

changed public threat perceptions regarding the potential use of 

weapons of mass destruction (WMD),2 and biological warfare 

(BW) in particular.  The indiscriminate use of these weapons now 

seems plausible, even inevitable.  Amid public calls to respond to 

this threat, it should have been relatively easy for nations to agree 

to new measures to strengthen one of the primary legal 

instruments prohibiting biological weapons (BW), the 1972 

Biological and Toxin Weapons Convention (BWC).3  The BWC, 

among other things, serves as a useful declaratory statement by the 

community of nations that the possession and use of biological 
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weapons is an anathema to civilized society.  However, it has 

weak enforcement mechanisms and no compliance procedures. 

Nevertheless, on December 7, 2001 the Fifth Review 

Conference of the BWC ended in disarray after three weeks of 

acrimonious debate with no agreement on additional measures to 

strengthen the BWC and the norm against the illicit use of 

biological agents.4  What was to be the culmination of ten years of 

negotiations to “strengthen” the BWC ended in ignominy leaving 

residuals of bitterness among the United States’ allies and friends, 

many of whom had invested a great deal of their time and political 

capital.5  The key reason the Review Conference broke down was 

the United States refusal to accept what it viewed as a fatally 

flawed compliance mechanism, the so-called Protocol to the 

BWC.  The outright failure of the Review Conference was 

avoided when the chairman suspended the meeting for one year 

with negotiations scheduled to resume in November 2002.6    

As will be discussed below, it is exceedingly unlikely the 

proposed protocol in any form will be resurrected or, for that 

matter, any other “arms control” measure adopted.  One key 

reason is the historically consistent and firm belief on the part of 

the United States that the work product of this effort—a 

verification protocol—was fundamentally and irreparably flawed. 

It was flawed because it is virtually impossible to detect 

violations, and none of the proposed measures would have a 

reasonable chance of detecting state-sponsored illicit BW 

programs or terrorists plotting to use BW.  It was widely 

recognized that none of the proposed measures would have 

stopped, for example, the anthrax attacks in the United States or 

any act of biological terrorism by a non-state actor. The United 
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States argued that agreeing to non-effective measures would also 

have the potential of adversely affecting and severely 

compromising sensitive industrial proprietary information and 

national security information concerning biodefense programs. 

In the face of continuing and pervasive anxiety by the public 

over an expected biological attack on the United States or 

elsewhere,7 it seemed counterintuitive (and counter-productive) 

for the Bush Administration to reject this proposal touted as an 

effective way to combat the scourge of BW.  While the US 

Government forges ahead with national and domestic measures to 

prepare for such an eventuality,8 there remains a sense that 

international efforts are floundering.  As will be explained, not 

only is that not the case, but a number of initiatives are underway 

which, in combination, have a much greater probability of 

stopping, detecting, or rolling back illicit BW programs.  These 

measures or mechanisms, while not traditional arms control, are 

fully supportive of the purposes and goals of the BWC. 

The evidence, as detailed here, is compelling that traditional 

arms control measures such as the proposed verification protocol 

have little or no utility in stopping or deterring would be 

proliferators or terrorists.  Recognizing the virtual impossibility of 

detecting a BW program, even with the most intrusive of 

inspection regimes, the better and more effective approach is to 

work with the multitude of already existing international bodies to 

develop standards, practices, and cooperative working 

relationships, some of which are reviewed below, which will make 

it difficult if not impossible for rogue states and non-state groups 

to possess or use these horrible weapons.  This multitude of 

mechanisms and initiatives, coupled with a rededicated 
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commitment to abide by the requirements of the BWC, further 

coupled with a determination to enforce compliance, is the 

appropriate strategy for signaling rogues and terrorists that the 

costs of noncompliance far outweigh any perceived gains. 

Finally, the discussion will be limited to international 

initiatives and not, except in relation to coordination efforts, the 

need for new domestic initiatives to prepare and defend against a 

biological attack.9  Suffice to say, US domestic preparedness to an 

eventual biological attack is improving daily, and the infusion of 

over $900 million in Federal funds will go a long way to preparing 

and training state and local authorities in the event of a biological 

attack.  Obviously, much more needs to be done in this area, to 

include new technologies for faster detection and response to a 

biological incident whether it is deliberate or naturally occurring.  

The focus here, however, will be on the multi-faceted, multilateral 

efforts by multiple international government organizations to limit 

this threat to its lowest denominator and, hopefully, eliminate any 

rational incentive for violating the norm condemning those who 

would use such weapons.  It is this new approach, not more 

traditional arms control negotiations or agreements, that will have 

the most success in strengthening the norm prohibiting and 

condemning these weapons and those who would use them. 

IN THE GARDEN OF GOOD AND EVIL:  DEFINING THE 
PROBLEM  

The Future ain’t what it used to be. 
   – Yogi Berra10 

The Nature of Biology 

The darker corner of microbiological research is the abyss 
of maliciously designed biological warfare agents and 
systems to deliver them. 
   - Nobel Laureate Josh Lederberg11 
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Article I of the BWC prohibits the development or production 

of “microbial or other biological agents, or toxins,” without 

further defining them.  While the BWC does not define what 

biological agents or toxins are, the World Health Organization 

(WHO) formulated a definition of biological agents considered to 

be authoritative.12  It defined biological agents “as those that 

depend for their effects on multiplication within the target 

organism and are intended for use in war to cause disease or death 

in man, animals or plants; they may be transmissible or non-

transmissible.”13  For our purposes the discussion will be confined 

to these traditional notions of biological agents.  These are 

generally defined scientifically as any living organism without 

restriction or limitation.  Biological weapons usually consist of 

some form of bacteria, virus, or fungus.  Examples include typhus, 

cholera, anthrax, small pox, and yellow fever.  But there are also 

biological weapons that contain dead substances made from living 

organisms.  These are known as toxins, and examples include the 

botulism toxin and shell fish poison. 

They are inherently indiscriminate and uncontrollable and, as 

noted, universally condemned.  Intrinsic features of biological 

agents which influence their potential for use as weapons include 

infectivity, virulence, toxicity, pathogenicity, incubation period, 

transmissibility, lethality, and stability.  “Unique to many of these 

agents, and distinctive from their chemical counterparts, is the 

ability to multiply in the body over time and actually increase their 

effect.”14  Biological agents usually are dispersed by an aerosol 

spray that must be either inhaled or ingested. 

The problem for the traditional arms control solution to this 

proliferation problem is that any microorganism able to cause 
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disease in man, animals, or plants is capable of being used as a 

biological agent.  Every germ that exists has the potential to be a 

biological weapon, and this is part of the uniqueness and difficulty 

of trying to prohibit the development, production, and use of such 

weapons.  Clearly, it would be impossible to prevent the use of 

germs, and it would be counterproductive.  In addition to being 

impracticable, it would effectively destroy the biotechnology 

industry.  Although many are unsuitable for military applications 

since they are hard to produce, store, and disseminate effectively, 

almost every biological agent deliberately used against humans, 

plants, or animals has the capability to cause widespread panic and 

adversely affect a nation’s perception of its national security.    

The diversity and ready availability of naturally occurring 

microbial pathogens and their associated virulence pose a 

potential biological warfare (BW) threat.  Many naturally arising 

pathogens and virulence-associated genes probably are not 

currently recognized or characterized because contact with human 

populations has been limited or because of inadequate diagnostic 

capabilities.  The emergence of AIDS and the West Nile Virus are 

examples of naturally arising pathogens.  The easy acquisition and 

low cost of these previously unknown agents could strengthen a 

country’s or a nonstate actor’s unconventional warfare capabilities 

and provide deniability because their use can be confused with 

natural disease outbreaks. 

In the past 20 years the qualitative and quantitative impact of 

biological warfare, or the threat of such warfare, on military forces 

and urban communities has changed markedly.  Improved 

production techniques have resulted in more virulent strains of 

organisms and the genetic modification of non-pathogenic 
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organisms to pathogenic strains with virulent characteristics.  The 

biotechnology revolution has made altering microbes easier by 

turning gene splicing into an automated, industrial process.  

Posting the genetic sequences of microbes on the Web will by 

2003 provide scientists with an unprecedented resource, the 

sequences of 250,000 microbial genes.  Advocates say easy access 

to genetic information will benefit scientists working on 

biowarfare defense,15 but it is also potentially an open avenue for 

a terrorist or proliferator. 

Advances in biotechnology are both exhilarating and 

frightening.  The implications of genetic engineering for 

biological warfare are far-reaching and we cannot predict with any 

certainty what directions these new techniques and applications 

will take.  Biological agents, which may have no useful or 

beneficial purpose today, may become tomorrow’s wonder 

treatment.  Who would have believed 20 years ago, for example, 

that botulinum toxin, one of the deadliest substances known to 

man, would one day become a beauty treatment used to 

temporarily wipe out facial wrinkles.  Indeed, today there are 

“Botox” parties where people gather for wine, cheese, and “anti-

wrinkle injections.”16  Genetic engineering provides the potential 

for improved virulence by the incorporation of genes (i.e., specific 

strands of DNA) permitting increased production of a pathogen or 

toxin.  Thus, as much as 100 times more pathogens or toxins could 

be produced per cell than could be produced by naturally 

occurring strains.  Cells that normally do not produce toxins may 

be altered to produce toxins for biological weapon development.  

Conversely, known pathogens or toxins may be genetically 

inactivated for vaccine countermeasure development.  Cells can 
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also be modified to produce antibodies directly for passive 

immunization against specific infectious agents.  

In the past, offensive BW programs employed naturally 

occurring pathogens such as Bacillus anthracis, the causative 

agent of anthrax.  Today and in the future, an approach based on 

"mining nature’s bioweapons" (selecting yet-to-be-harnessed 

pathogens for their virulence factors17 out of the environment for 

use as BW agents) may provide a broad and powerful platform 

upon which a wide variety of weapon development efforts can 

take place.  General robustness or survivability of a pathogen can 

also be genetically improved to promote stability during 

dissemination, and nutrient additives are used to enhance survival 

of selected biological agents in aerosols.  Controlled persistence of 

a pathogen to permit survivability under specified environmental 

conditions may eventually be possible.  The potential also exists 

for the development of so-called “conditional suicide genes,” 

which could program an organism to die off following a 

predetermined number of replications in the environment.  Thus, 

an affected area may be safely reoccupied after a predetermined 

period of time.18  

In addition to bacteria and viruses, fungi and parasites are also 

capable of lethal or incapacitating disease, and both are now seen 

in increasing numbers as naturally occurring pathogens, especially 

in immuno-compromised humans.  Both classes of agents also are 

difficult to treat because they are intrinsically more similar to 

human cells; thus, the drugs needed to kill them are more toxic for 

humans.  Fungi in particular are attractive biological weapons 

because many of them can sporulate to form hardy, 

environmentally resistant structures that also are quite easy to 
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aerosolize.  Genetic tools for manipulation of fungal genes are 

increasingly available. 

Additional targets for BW include plants and animals.  Plant 

and animal pathogens can be similarly mined with subsequent 

laboratory modifications.  An excellent and recent example of this 

potential is foot and mouth disease, but there are many others 

which could easily and with relatively little expense be used to 

devastate an economy and put at risk the health and well being of 

a nation’s population.19 

One big wake-up call came in February, 2001 when 

Australian scientists at Canberra's Research Center for the 

Biological Control of Pest Animals, publishing in the Journal of 

Virology, showed how easy it was to modify mousepox, a fairly 

innocuous virus in mice, and turn it into a killer.20  The second 

shock came with the recent announcement that scientists have 

created a live polio virus “using its genome sequence, which is 

available on the Internet, as their blueprint and genetic material 

from one of the many companies that sell made-to-order DNA.”21  

This is only a precursor of the ever-increasing technological know 

how that’s becoming almost pedestrian. As Dr. Robert Lamb, 

President of the American Society for Virology speculated, 

"Could someone make a highly pathogenic virus like Ebola?  

Could you in fact make that in a rogue laboratory that doesn't need 

more than two skilled workers?  My feeling is you probably 

could."22 

Well-designed germs could outwit even treatments using 

drugs.  The fact is we have already stepped into an open and 

uncharted territory where novel forms of bioterror become 

possible.  As with the human immune system, many current 
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biowarfare detection kits depend on antibodies reacting with the 

antigenic surface coatings of pathogenic bacteria or viruses.  Thus, 

modified non-pathogens can be used to mask the agent from the 

immune-based detector and, potentially, from the human immune 

system itself to increase the agent’s effectiveness.  

And Its Capacity For Good And Evil 

It is hard to predict where all this will lead.  What is clear is 

that the BW threat fifty years from now will be radically different 

due to revolutionary advances in the biosciences.  The promise of 

the revolution in biotechnology and almost daily advances in 

medicine and treatments is a growing healthy, productive, and 

long life for all.  The threat is the possibility of extermination.  As 

recent history has demonstrated, biological weapons remain a real 

and prospective threat to all civilization.  Against the United 

States, biological agents potentially offer advantages to those 

adversaries who cannot hope to compete on the traditional 

battlefield or in the political marketplace of ideas.  There are 

clearly a number of advantages to biological warfare.  First, it 

evokes a unique psychological response and will likely generate 

panic and fear in the population at large once the threat becomes 

known.  As we have observed during the 2001 anthrax attacks in 

the United States, a small amount of agent caused five deaths and 

18 infections, a fraction of one day’s carnage on America’s 

highways, but it was enough to paralyze a significant portion of 

society and government, and it resulted in an enormous diversion 

of resources to ensure that the agent’s effects were contained and 

eventually neutralized.  

Equally important, because of the time required for a 

biological agent to take effect and for symptoms to appear, it is 
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extremely difficult, if not outright impossible, to identify the 

perpetrator and, absent an obvious delivery vehicle such as a 

missile, the means and method of delivery.  In 1993 the author ran 

an exercise involving leading experts from industry, health 

services, and representatives from the intelligence community, the 

military, and other government agencies to try to determine 

whether or not we could determine if an outbreak of a disease was 

a naturally occurring one or an attack.23  The consensus was that 

absent a smoking gun or unique characteristics such as a 

genetically modified agent it would be extremely difficult to 

conclusively determine one way or the other.   

Finally, another reason our adversaries may decide to use a 

biological weapon is that our defenses against such weapons are 

limited and nascent.  It is virtually impossible to inoculate all US 

military personnel against the full range of possible agents—

which number in the dozens—let alone the national population.  

Deficiencies in bio detection equipment are well known, and 

although significant progress has made in developing a real-time 

detection capability that could be deployed in tactical situations, 

an actual capability is still some years away.24 

Obviously, there are risks associated with weaponizing and 

employing biological agents.  It is extremely difficult 

technologically to adapt BW agents to missile warheads, and there 

are a number of technological challenges to converting pathogens 

into an aerosol or dry dust for delivery by less sophisticated means 

such as crop dusters or agricultural sprayers.25  While it might be 

feasible for terrorists to get or produce those materials, delivering 

them is extremely difficult.  It requires expertise, special 
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equipment, and practice—all of which is hard to conceal.  (The 

smallpox virus is an exception to this generality.) 

However, these challenges are certainly within the capability 

of terrorist states, and of state-sponsored terrorist groups.  Of 

particular concern is the technological know-how of former 

employees of the Soviet Union’s Biopreparat now offering their 

services to suspect nations.26  Also of concern are the increasing 

capabilities of biotechnology industry to potentially develop more 

lethal and vaccine-resistant agents through genetic engineering, or 

as a result of the increasing knowledge of the human genome to 

develop pathogens to target traits of specific ethnic groups.27  For 

non-state terrorist groups, while the technical challenges are 

imposing, they are not insurmountable, and the technology is 

easily obtainable.28  The pharmaceutical industry, and numerous 

bioprocess industries, produce large quantities of micro-organisms 

and employ genetics to modify microbial properties.  It is hard to 

detect illicit research and development activities and easy to 

procure samples of many different bioagents from a variety of 

sources, legitimate or not.  In addition, natural outbreaks of 

anthrax, bubonic plague, and other pathogens offer the terrorist the 

means to obtain seed materials.  The information and technology 

for bioterrorism is ubiquitous and easily obtainable.  As one 

expert describes it, 

Training in genetics, microbiology and biotechnology is 
now offered in college courses around the world.  Huge 
volumes of information pertinent to bioterrorism are 
available in the non-classified scientific journals and on 
the Internet.  The number of trained personnel capable of 
undertaking sophisticated genetic manipulations has 
expanded substantially, including in nations viewed as 
potential sponsors of terrorism.  Technological advances 
allow the cultivation and harvesting of large quantities of 
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virulent micro-organisms virtually anywhere and at 
minimal expense.  A survey of 1,400 US academic 
institutions revealed that 16 per cent had stocks of 
pathogens listed in the draft Biological Weapons 
Convention [Protocol], 11 per cent had high-level 
microbiological containment facilities and 3 per cent had 
large volume bioreactors.  Over 2,000 new biotechnology 
companies have been formed in the US and 1,500 in 
Europe during the last 20 years, together with a parallel 
expansion of expertise in genetics and molecular biology 
within the pharmaceutical sector.29 

Advances in genetic engineering have opened the door to 

limitless germ weaponry that could outfox vaccines and 

treatments.  For example, 

The ultimate biothreat lies in infections caused by viruses 
that can integrate themselves into the genes of their 
victims to await activation at a later date.  This is no 
longer a dystopian fantasy.  Infection with latent agents 
and their controlled reactivation has already been 
achieved in animal experiments.30 

We must face the stark facts. The risk of the use of biological 

weapons is here. Science, in its steady gains to manipulate genes 

primarily for the purpose of developing medical treatments, has 

made it possible for the design of lethal cut-and-paste versions of 

viruses and bacteria.  All that's technically required to develop a 

deadly variation of even a common germ is access to the standard 

gene manipulation technology now available in labs worldwide.  

THE THREAT OF BIOLOGICAL WARFARE: THE 
“POOR MAN’S ATOMIC BOMB” 

Behold, the hand of the Lord will come with a very 
severe murrain on your livestock which are in the field, 
on the horses, on the donkeys, on the camels, on the 
herds, and on the flocks. . . . 

      - Exodus 9:331 
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The Early History of Biological Warfare 

Throughout history, infectious diseases contracted naturally 

have had a significant impact on civilization and, in particular, 

military operations.32  It was quickly recognized by warring tribes 

and nations that, although not without risk to your own army, the 

spread of these diseases to your enemies often resulted in their 

destruction with little or no cost or effort.  When historians look 

back on the emergence of inhalation anthrax as a weapon in the 

fall of 2001, it is likely they will not see an anomaly, but rather the 

continuation of a pattern.  The history of warfare and the history 

of disease are intertwined.  The intentional dissemination of 

disease simply adds a new dimension to threats that are posed by 

infectious and toxic agents traditionally transmitted only by 

natural routes. 

The deliberate use of microorganisms and toxins as weapons 

has been attempted throughout history.33  Biological warfare has 

evolved from the crude use of cadavers to contaminate water 

supplies to the development of specialized munitions for 

battlefield and covert use.  Recognition of the potential impact of 

infectious diseases on armies resulted in the crude use of filth, 

cadavers, animal carcasses, and contagion as weapons.  These 

have been used to contaminate wells, reservoirs, and other water 

sources of armies and civilian populations under attack since 

antiquity, through the Napoleonic era, and into the 20th century.34  

These practices have continued to modern times, as evidenced by 

the smearing of pungi sticks with excrement by the Viet Cong in 

the early 1960s.35  

Armies have used biological warfare for millennia.36  As early 

as the sixth century BC, Assyrians poisoned enemy wells with rye 
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ergot, and Solon of Athens used skunk cabbage to poison the 

water supply during his siege of Krissa.  In 400 BC, Scythian 

archers dipped their arrows in blood and manure, attempting to 

cause illness in their enemies.  The Greeks polluted their enemy's 

wells and drinking water supplies with animal corpses in 300 BC; 

later the Romans and Persians would adopt the same strategy.37  

At the battle of Tortona, Italy, in 1155, Barbarossa put human 

corpses in his enemy's water supply, successfully contaminating it.  

Catapulting infected corpses into besieged cities was 

commonplace during the medieval period.  In 1346-47, for 

example, the Muslim Tatar, De Mussis, catapulted bubonic 

plague-infected corpses over the walls of Kaffa on Russia's Black 

Sea in Crimea (now Ukraine), causing an epidemic.  The city 

surrendered and the defending Christian Genoese sailors fled to 

Italy and Turkey, possibly beginning the Black Death pandemic in 

Europe.38  In 1422, during the siege of Karlstejn in the Holy 

Roman Empire, soldiers' corpses and 2,000 cart loads of 

excrement were hurled at the enemy.  And, in 1485 near Naples, 

the Spanish supplied their French enemies with wine laced with 

leprosy patients' blood.  During Pizarro's conquest of South 

America, it is alleged that he improved his chances of victory by 

presenting to the natives, as gifts, clothing laden with the 

smallpox.  Likewise between 1754 and 1767 the British infiltrated 

smallpox-infested blankets to unsuspecting American Indians 

during the French and Indian war, and smallpox eventually 

decimated the American Indian population.39  Even Napoleon 

used biological weapons by attempting to force the surrender of 

the city of Mantua by infecting the citizens with swamp fever.40  
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Prior to and during World War II, the Japanese had embarked 

on a major effort to develop biological weapons with mixed 

success.  They bombed several Chinese cities with anthrax and 

plague and conducted extensive experiments involving unwilling 

human subjects.41  After the war, a number of Japanese scientists 

in American custody who had participated in the infamous “Unit 

731” program were granted immunity from war crimes 

prosecution on the condition that they would disclose the results 

of their research efforts.42  

The United States offensive BW program was begun in 

1942.43  The program included a research and development 

facility at Camp Detrick, Maryland (renamed Fort Detrick in 

1956), testing sites in Mississippi and Utah, and a production 

facility in Terre Haute, Indiana.  While the United States did fill 

about 5000 bombs with anthrax spores at a pilot plant at Camp 

Detrick, none were ever used.44  After the war, basic research and 

development activities were continued at Fort Detrick. 45  The 

program was expanded during the Korean War as technical 

advances allowed large-scale fermentation, concentration, storage, 

and weaponization of microorganisms.  In addition, a program to 

develop countermeasures, including vaccines, antisera, and 

therapeutic agents to protect troops from possible biological 

attack, was begun in 1953.  By the late 1960s, the US military had 

developed a biological arsenal that included numerous bacterial 

pathogens, toxins, and fungal plant pathogens that could be 

directed against crops to induce crop failure and famine 46  In 

addition, bio weapons were developed for the Central Intelligence 

agency using cobra venom and other toxins.47 



Roberts—Arms Control without Arms Control 

 17

All of these programs were terminated after President Nixon 

announced in 1969 that the United States was unilaterally 

renouncing the right to possess or use biological weapons. 

The Current Threat: Rogue States 

Deliverable weapons of mass destruction in the hands of a 
terror network, or a murderous dictator, or the two 
working together, constitutes as grave a threat as can be 
imagined. The risks of inaction are far greater than the 
risk of action. 

  - Vice President Cheney, 26 August 2002 

We know full well that weapons of mass destruction are being 

sought by nations, despite the international norm outlawing such 

weapons, who would not hesitate to use them against us.  These 

include biological weapons, which potentially have capacity to do 

far more harm than even nuclear weapons at a much lower cost.48  

Today, there is little doubt that a dozen or more or these rogue 

nations have clandestine biological weapons programs.49  And 

over the past 40 years there have been at least 121 incidents 

around the world involving the use of biological agents.50  While 

Iraq’s efforts at acquiring biological and other weapons of mass 

destruction are well documented,51 a number of other clandestine 

programs continue in a number of other countries.52  Only a few 

countries with known programs have given them up and primarily 

as a direct result of regime change to a democratically elected 

pluralistic government. 

For example, despite its ratification of the BWC in 1975, 

South Africa actively pursued an offensive biological weapons 

(BW) program.  The precise scope and results of the BW program 

remain unclear, but public hearings and court documents mention 

research on bacterial pathogens, viral pathogens, and toxins.  By 

1985, South Africa had certainly tested the military utility of a 
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number of toxins.  Meanwhile, the government allegedly used 

anthrax bacteria and botulinum toxin for assassinations, and the 

military is alleged to have used cholera bacteria to contaminate 

water supplies.  However, no clear evidence exists of either the 

weaponization or large-scale production of any pathogen or toxin, 

and in 1990, soon-to-be-retired President F.W. de Klerk ordered 

all work halted on lethal agents.53 

Arguably the most disconcerting and dangerous program was 

(and is) the former Soviet Union’s biological warfare efforts 

subsequent to its ratification of the BWC.  As documented by Ken 

Alibek,54 the former deputy head of Biopreparat, the Soviet 

agency charged with running the biowarfare program, tons of 

biological agents were produced for use against the United States 

and its allies.  Biological weapons were so attractive to the Soviet 

Union that it risked international censure and spent vast resources 

to produce them.  The Soviet program reached its heyday in the 20 

years after the Soviets ratified the 1972 treaty.  At its height, 

32,000 people worked for Biopreparat (the civilian pharmaceutical 

and vaccine company that served as a cover for biological 

weapons work), an additional 10,000 or so worked in Defense 

Ministry bioweapons laboratories, and thousands of others were 

scattered through other agencies.55  

In 1991 then President Yeltsin agreed with the United States 

and the United Kingdom to open up BW facilities and take steps 

to ensure there were no longer any biological weapons programs 

underway.  But to this day much of the former program remains 

shrouded in secrecy and "[t]here is concern . . . that there remains 

a very large production capacity, and possibly even research and 

stockpiles, that have not been destroyed as required by the 
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Biological Weapons Convention.”56  As a result of Russia’s 

recalcitrance, the Bush Administration in 2002 refused to certify 

that Russia was taking the necessary steps to eliminate and 

dismantle the relics of its past biological warfare programs.57  

Fears abound that these agents and weapons still exist, are poorly 

guarded and ripe for smuggling by underpaid, disgruntled, and 

desperate employees.  As one Pentagon expert describes it, 

"There’s been a lot of talk of nuclear smuggling.  However, I 

personally believe that loose [germs] could perhaps be even more 

realistically used by terrorist groups to attack targets over here and 

in the United States."58  

The Russians still refuse to allow inspectors or the public into 

many of the sites known to be laboratories for producing bio 

weapons.59  One of the closed labs, the Center of Military-

Technical Problems of Biological Defense at Yekaterinburg 

(formerly Sverdlovsk), was the site of an accidental anthrax 

release in 1979 that killed at least 68 people.60  While the US 

Government has provided millions of dollars under the 

Cooperative Threat Reduction program61 to enhance security and 

retrain scientists at Russia's civilian-run bioweapons factories, the 

veil of secrecy surrounding military labs has fueled suspicions that 

Russia is continuing research on offensive BW weapons.  Equally 

troubling is the probability that many scientists and technicians 

employed in these programs have sought employment in countries 

known to have active BW programs.  These include Iran, Syria, 

North Korea, and Iraq. 

Iraq’s thirst for weapons of mass destruction is well known 

and serves as the basis for the current international security threat 

that is poses.  There is overwhelming evidence that one of the core 
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objectives of the Iraqi regime is the acquisition of biological 

weapons.  Saddam Hussein has evidently sacrificed all other 

domestic and foreign policy goals to the singular aim of acquiring 

WMD.  A recent report by the Institute of International Strategic 

Studies recounts Iraq's denials of weapons capacity, its strenuous 

attempts to deceive and hinder UN inspectors, and the many UN 

resolutions it has failed to obey.  It concludes that, if unchecked, 

Iraq will most certainly rebuild, if it hasn’t already, its WMD 

capabilities, and "it seems likely that the current Iraqi regime will 

eventually achieve its objectives."62  In the past decade, Saddam 

has systematically broken every agreement he’s made with the UN 

and violated with impunity all of the Security Council resolutions 

demanding he disarm and eliminate his WMD capabilities.  In 

fact, the Iraqi regime has been doing the opposite; busily 

enhancing its biological weapons and other weapons of mass 

destruction capabilities.63  As Vice President Cheney has declared, 

“These are not weapons for the purpose of defending Iraq; these 

are offensive weapons for the purpose of inflicting death on a 

massive scale, developed so that Saddam can hold the threat over 

the head of anyone he chooses, in his own region or beyond.”64  

Iraq is believed to have maintained a substantial stock of 

biological warfare agents and is researching different ways of 

"weaponising" them.  In fact, Iraqi officials have even bragged 

about the fact they possess biological weapons.65  Following 

revelations made by Lieutenant-General Hussein Kamel, a son-in-

law of the Iraqi leader who defected to the United States in 1995, 

Baghdad admitted for the first time that it had produced biological 

agents.  According to the Iraqi government, Baghdad produced 

8,400 liters of anthrax, 19,000 liters of botulinum, and 2,000 liters 
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each of aflatoxin and clostridium.  A single gram of anthrax—

roughly 1/30 oz—contains 1 trillion spores, or enough for 100 

million fatal doses if properly dispersed. Iraq now claims to have 

destroyed these agents.  But as Charles Duelfer (former UNSCOM 

Inspector) stated, "In terms of where it went, we could never nail 

it all down."66  

Even if inspectors had found all the materials before they left 

the country, Iraq has almost certainly made more in the past four 

years.  Thanks to Rihab Taha, a British-educated Iraqi biochemist, 

nicknamed Dr. Germ by the U.N. inspectors, Saddam still has the 

best biological expertise in the region.67  There are fears that Iraq 

has developed large quantities of smallpox, Ebola virus, bubonic 

and pneumonic plague bacteria, and the toxin, ricin.  Other 

defectors had described in detail the hidden underground 

laboratories and mobile laboratories designed to thwart any 

attempt at detection or to be subject to inspection by UN 

inspectors.68  As far as delivery vehicles are concerned, in addition 

to using Scud missiles, Anthony Cordesman, of the Center for 

Strategic and International Studies in Washington, wrote in a 

recent report,  

Iraq can certainly produce new stocks of bulk BW agent, 
including botulinum toxin and anthrax with its existing 
facilities, equipment and materials. BW agent could be 
delivered by short range munitions including artillery 
shells and rockets. Delivery by ballistic missile is more 
problematic given that much of the agent would be 
destroyed on impact and the immediate area of dispersal 
would be small. Civilian casualties could still be in the 
hundreds or thousands. Refurbished L-29 trainer aircraft 
could operate as weapons-carrying UAVs with a range of 
over 600km. Such UAVs, in theory, would be 
considerably more effective than ballistic missiles in 
delivering CBW.  Commando and terrorist attack is also 
possible.69 
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The Current Threat: Non-State Actors 

It is a certainty that the al Qaeda is pursuing [weapons of 
mass destruction] and has succeeded in acquiring at least 
a crude capability to use them. 
    - Vice President Cheney70 

Some have argued that biological weapons are too difficult to 

disperse to be feasible, and that terrorists fear these agents too 

much or know too little about them to be willing to fabricate or 

use them in any effective way.71  The relative historical rarity of 

BW use can most likely be explained by a combination of factors 

such as deterrence, delayed and unpredictable consequences, the 

risk of self-injury, and moral qualms about using such weapons.  

On the other hand, as the former deputy head of the Soviet 

Union’s biological warfare program stated “These weapons are 

attractive to some nations and terrorist groups alike, because they 

are relatively easy and inexpensive to produce and can cause 

widespread illness, fatalities and panic.  And the effect of these 

weapons is not immediately obvious, allowing time for the 

terrorists to escape.”72   

Terrorist threats to use or steal biological agents are real and 

must be taken seriously.  Indeed, it is widely recognized that just a 

few kilograms of these agents can inflict severe, long-lasting and 

widespread harm on a par with or even greater than the 

devastation of a nuclear explosion.  The description of the horrors 

that may be visited upon us when—not if—biological weapons 

fall into the hands of terrorists or rogue states is well 

documented73 and the stuff of popular culture.  Indeed as one 

proliferation expert describes it “Only a blind, deaf and dumb 

terrorist group could have survived the last five years and not been 

exposed at least to the possibility of the use of WMD while the 
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more discerning terrorists would have found some tactically 

brilliant possibilities already laid out on the public record.”74  

Evidence that it is possible to amass the material and know-how 

without a government's assistance exists in the case of Aum 

Shinrikyo, an apocalyptic cult that conducted several acts of terror 

in Japan in the 1990s. 

Aum Shinrikyo, which had about 40,000 members worldwide, 

produced large amounts of botulinum toxin and the bacterium that 

causes anthrax.  Aum Shinrikyo's experience, however, 

demonstrates that access to the raw materials does not ensure 

successful attacks.  From 1990 to 1993, cult members released the 

botulinum toxin five times and anthrax spores four times, causing 

no casualties.  The organization's most notorious terrorist act—the 

release of sarin in the Tokyo subway on March 20, 1995—killed 

only 12 people, although it injured more than 1,000 and caused 

panic. 

The only modern example of biological terror in the United 

States, prior to the anthrax letter attack in 2001, occurred in 1984 

when a religious group called the Rajneeshees put salmonella 

bacteria in salad bars and coffee creamers in 10 restaurants in 

Oregon.  This caused 751 cases of illness but no deaths.  While 

not significant in terms of numbers or fatalities, there have been a 

number of other individual cases over the last several decades in 

which biological agents have been used or the threat of such use 

against individuals or groups.75   

Terrorists are generally not too concerned with the yield 

effectiveness of their weapons of terror.  That fact alone raises the 

chance that some group may eventually attempt an act of terror 

using biological or chemical means.  Indeed, "The chance of a 
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large [bioweapons] attack that affects tens of thousands or 

hundreds of thousands is very small. But is that what the terrorist 

cares about? Inducing enough disease to produce panic or disrupt 

life is probably enough.”76  The likelihood of BW use will 

continue to increase due to the increasing attractiveness of 

asymmetrical warfare, and the extensive public attention given to 

BW in the media and by political leaders, which has increase 

awareness of US vulnerabilities and the possibilities of paralyzing 

and undermining the Government.  

Over the last several years fanatical groups have embarked on 

concerted efforts to acquire biological weapons.  With money no 

object, fanatics are supposedly being trained to use these agents on 

Western populations.77  For example, Osama Bin Ladin’s Al 

Qaeda has threatened to unleash a terrorist offensive using 

chemical and biological weapons.78  And, as recent discoveries in 

Afghanistan have confirmed, terrorist groups such as Al Qaeda are 

actively pursuing the capability to use biological agents for 

terroristic purposes against the United States and its allies.79 

Clearly, there are advantages in using BW to include its 

accessibility; destructive potential; potential covertness; political, 

social and psychological salience; and the intensive media 

attention an attack would attract.  Despite prodigious efforts at 

protection and preparedness, there is, unfortunately, little doubt 

that a BW attack will occur again against the United States or its 

interests, probably within the next ten years.   

THE EMPEROR HAS NO CLOTHES:  THE FAILURE OF 
THE “VERIFICATION” PROTOCOL AT THE BWC 

REVIEW CONFERENCE 

In my opinion—and I know some people are going to be 
disappointed in my response—this treaty is worthless.  It 
isn't worth the price of the paper it's written on.  Why? 
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Because I believe enforcement is impossible.  Research 
and production are easy to hide and difficult to prove.  
Timetables for inspections are very limited, and it is 
impossible to search countries like Russia and China with 
such limited timeframes.  Iraq is a small country, but we 
were unable to find everything until Saddam's son-in-law 
defected.  But even in this case we have not "discovered" 
everything. 

  - Dr. Ken Alibek, former deputy head of Russia’s 
secret biological warfare program80 

Disarmament Efforts Prior to the BWC 

The history of mankind’s efforts to proscribe, limit, and 

restrict the use of biological weapons is as long as the history of 

the use of such weapons.  In approximately 100 BC an Indian 

treatise on the conduct of war urged combatants not to use 

poison.81  German gunners in the late Middle Ages pledged not to 

use “poisoned globes” or any poison since to use such devices was 

considered unjust and “unworthy of a real soldier.”82  In 1675 

French and German armies agreed not to use poisoned weapons 

against each other.83  W.T. Sherman's memoirs contain an account 

of Confederate soldiers poisoning ponds by dumping the carcasses 

of dead animals into them.  Incidents like this led to the issuance 

by the US Army of General Order No. 100 which stated “The use 

of poison in any manner, be it to poison wells, or food, or arms, is 

wholly excluded from modern warfare.”84  Finally, the Hague 

Convention No. III on the rules of war of 1907 prohibited the 

employment of “poison or poisoned weapons.”85 

During World War I, bacteriological warfare became much 

more sophisticated after the causative organisms for many 

diseases were identified and cultured.  However, most biological 

attacks were directed at livestock.  The United States and other 

nations experimented with the use of biological agents, but by the 



Roberts—Arms Control without Arms Control 

 26

1920’s most nations had concluded that BW was impracticable, 

either because of inadequate delivery systems or improved public 

health systems.  Consequently, as a result of a US initiative, 

biological agents (and chemicals) as a method of warfare were 

banned by the 1925 “Gas Protocol”86 but the possession of such 

weapons was not.  By World War II all the great powers had 

ratified the Protocol except the United States and Japan.  

However, most nations agreed to the ban on condition they could 

respond in kind if chemical or biological weapons were ever used 

against them, the so-called “second use reservation.”   

Efforts to ban the development or possession of biological 

weapons continued as part of the general disarmament efforts of 

1930’s.  Notable was the 1933 British Draft Convention on 

Disarmament, which included provisions banning the materials for 

producing such weapons.87  These efforts stalled with the outbreak 

of World War II and the perceived need to continue to do research 

on the potential for such weapons in the possible event that their 

use may be necessary in response to a chemical or biological 

attack.  Nevertheless, such was the aversion to using these types of 

weapons that in 1943, President Roosevelt declared that these 

types of weapons were “outlawed by the general opinion of the 

civilized world.”88 

During the late 1960s, there was increasing international 

concern regarding the indiscriminate nature, unpredictability, 

epidemiological risks, and lack of epidemiological control 

measures for biological weapons, as well as the ineffectiveness of 

the 1925 Gas Protocol for preventing biological weapons 

proliferation.  In July 1969, Great Britain submitted a proposal to 

the Committee on Disarmament of the UN prohibiting the 
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development, production, and stockpiling of biological weapons 

and providing for inspections in response to alleged violations.  

During the following September, the Warsaw Pact nations 

submitted a biological disarmament proposal similar to the British 

proposal, but without provisions for inspections.  Two months 

later, the World Health Organization issued a report regarding the 

potentially staggering consequences of biological warfare.89  

Amid growing doubts over the utility and morality of ever 

using these weapons, President Richard Nixon ended the US germ 

warfare program in 1969.  Subsequently, in 1972, the United 

States, United Kingdom, and the Soviet Union, along with more 

than 100 other nations, signed the Biological Weapons 

Convention (BWC).  

The BWC established a global ban on biological weapons.  

Under its terms, countries undertake not to develop, produce, 

stockpile, or acquire biological agents or toxins "of types and in 

quantities that have no justification for prophylactic, protective, 

and other peaceful purposes," as well as weapons and means of 

delivery.  One hundred forty-five countries, including the United 

States, have joined the treaty.  This complements the 1925 Gas 

Protocol which prohibits the use in armed conflict of biological 

weapons.  In view of the fact that both the BWC and the Gas 

Protocol have near universal membership (and since 1969 no state 

has professed a right to possess and use such weapons) most 

international legal experts have concluded that biological weapons 

are prohibited by customary international law.90  Signatories 

agreed to end their germ warfare programs, although they retained 

the right to continue research into defensive measures against such 

weapons.  The United States destroyed its stockpile, along with 
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most, if not all signatories, the notable and lamentable exception 

being the former Soviet Union, as previously discussed.  

Rejection Of A “Maginot Treaty”:  Why The Proposed 
“Verification” Protocol Failed 

Not having a verification regime has long been considered by 

many as a weakness in the BWC regime, particularly the lack of 

on-site measures to address allegations of noncompliance.  

Politically binding confidence-building measures were endorsed 

and accepted in 1986 and 1991, but it was recognized that these 

voluntary measures would be inadequate to address the perceived 

weaknesses of the Convention.91   

While most European members of the BWC “Western Group” 

negotiating bloc believed, and publicly stated,92 that verification 

was possible, the United States consistently and well prior to the 

adoption of the BWC took a different view.  In a 1951 report to 

President Truman the authors opined that “it would be practically 

impossible to detect biological warfare activities by an inspection 

scheme.”93  Forty years later, at the 1991 BWC Review 

Conference, US Ambassador Ronald Lehman, Director of the 

Arms Control and Disarmament Agency, would state 

unequivocally that  

 The BTWC could not be verified effectively94 because 
biological production facilities are dual-use and lack 
distinctive “signatures”; 

 A negotiated regime could not be sufficiently intrusive to 
detect clandestine facilities, generating false confidence 
that a country was in compliance when in fact it was not; 
and 

 Highly intrusive inspections by multinational teams could 
expose both government and commercial facilities to 
foreign espionage.  In particular, the loss of valuable trade 
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secrets could weaken the competitive edge of the US 
biotechnology and pharmaceutical industries. 95 

Nevertheless, the parties agreed in 1991 to convene a group of 

experts to explore the possibility of additional measures which 

would, from a scientific and technical standpoint, provide 

additional confidence that states were in compliance with their 

legal obligations under the BWC.  It had no negotiation mandate.  

In 1993, after meeting four times in 1992 and 1993, the expert 

group issued a consensus report that concluded that some 21 

confidence-building measures, either singly or in combination, 

could strengthen the “effectiveness and improve implementation 

of the” BWC by providing additional information on whether or 

not a party was engaged in prohibited or permitted activities.96  

Importantly, the experts did not recommend that these measures 

be made legally binding, and predicated their endorsement of 

verification measures by stating that “appropriate and effective 

verification could reinforce the Convention.”97  This language was 

a compromise driven more by political considerations than any 

hard scientific evidence that methodologies and technology could 

effectively verify compliance or noncompliance.98 

A Special Conference of parties was called in September 1994 

to review the report.  Despite misgivings over the efficacy of a 

legally binding “verification” protocol to the BWC, the newly 

elected Clinton Administration agreed to the convening of an Ad 

Hoc Group (AHG) to develop a legally binding Protocol to the 

BWC, which most member states characterized as a “verification 

protocol.”  
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When negotiations on the protocol began in 1995, the US 

Government reaffirmed its consistently held position that the 

BWC is not verifiable.  As one of the chief negotiators recently 

stated: "the goal established by the administration was to promote 

measures that would provide some degree of increased 

transparency of potential biological weapons-related activities and 

facilities," not verification.99  This, however, was not the view of 

most of the United States’ allies.  In 1999 the European Union 

issued its “Common Position” calling for the establishment of a 

“verification and compliance regime.”100 

In April 2001, after six years of fruitless multilateral 

negotiations which produced a heavily bracketed “rolling” text,101 

the chairman of the AHG proposed a compromise text102 of the 

Protocol that sought to bridge the remaining gaps among national 

positions.  This text contained a number of key elements; 

• Mandatory declarations of facilities and activities that 
could be diverted most easily to develop or produce 
biological weapons;  

• Consultation procedures to clarify questions that might 
arise from declarations, including the possibility of on-
site visits;  

• Randomly selected transparency visits to check the 
accuracy of declarations; and  

• Challenge investigations to pursue allegations that a 
country is developing, producing, or employing 
biological weapons.103 

This text proved to be just as unacceptable to the United 

States, and on July 25, 2001, the United States announced that it 

would formally oppose the Protocol.104  An unidentified US 

official elaborated, saying that the Protocol added nothing to our 

verification capabilities and that “looking at this treaty in purely 
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cost-benefit terms, it has zero benefits.  And it has three categories 

of substantial downsides.”  The downsides are:  “First, it would 

have caused risks in US biological warfare defensive preparations.  

Second, there was a risk of the loss of highly sensitive and highly 

valuable intellectual property from the US pharmaceutical and 

biotechnology industries, and finally the risk of the loss of 

integrity and utility in the multilateral export control regimes the 

US participates in.”105   

As one senior official explained, "We strongly believe in the 

importance of the Biological Weapons Convention and the need to 

strengthen it.  But the anthrax attacks against Americans show that 

a treaty is not the be-all and end-all to stopping the spread of 

biological weapons or preventing and dealing with germ 

attacks."106  US officials argued, among other things, that it was 

useless to add more paperwork if countries such as Iraq, Iran, and 

North Korea were already flouting their obligations.  

As an alternative to the “dead and not going to be resurrected” 

protocol, the United States offered a package of nine measures 

that could be implemented through national legislation.  US views 

were explained in detail prior to the conference in a speech by 

President Bush proposing an alternative series of measures to 

strengthen the norm against biological weapons.107  Subsequently, 

Undersecretary of State for Arms Control and International 

Security John Bolton explained in some detail the US alternatives.  

These included arrangements to enhance criminal extradition 

agreements with respect to BW offences and legislation making it 

a criminal offence for persons to engage in activities prohibited by 

the BWC.  Furthermore, he believed that countries should (a) 

adopt and implement regulations restricting access to dangerous 
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micro-organisms, as well as on domestic and international 

transfers; (b) report internationally any releases or adverse events 

that could affect other countries; and (c) sensitize scientists to the 

risks of genetic engineering, explore national over-sight of high-

risk experiments, and establish a code of conduct for scientists 

working with pathogens.  The United States also sought the 

elaboration of a mechanism for international investigations of 

suspicious outbreaks of disease or alleged BW incidents.  

Countries would need to "accept international inspectors upon 

determination by the UN Secretary General that an inspection 

should take place."  Washington also advocated "setting up a 

voluntary cooperative mechanism for clarifying and resolving 

compliance concerns by mutual consent." 

Under the heading of assistance to victims and technical and 

scientific cooperation, Bolton proposed that countries "adopt and 

implement strict biosafety procedures, based on WHO [World 

Health Organization] or equivalent national guidelines," support 

the WHO's global disease surveillance and response capabilities, 

and develop a capacity for rapid emergency medical and 

investigative assistance in the event of a serious outbreak of 

infectious disease.  Taken together, this range of measures to 

restrict access, strengthen international disease detection tools, and 

provide assistance in the event of an outbreak would "enhance 

collective security and collective well-being.”108 

In view of these events, a key objective of the November 

2001 Fifth Review Conference was to develop alternative 

strategies for strengthening the BWC.  At the outset of the 

conference, the head of the US delegation, Undersecretary of State 

Bolton, accused six states of violating the BWC:  Iran, Iraq, 
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Libya, and North Korea (all parties to the Convention); Syria 

(which has signed but not ratified); and Sudan (which has neither 

signed nor ratified).  Bolton insisted that the Conference's Final 

Declaration refer to the problem of noncompliance, but several 

countries, led by Iran, objected. 

In an attempt to develop a compromise formula, the European 

Union (EU) proposed annual meetings of BWC member-states 

and the creation of governmental "expert groups" that would 

assess the implementation of strengthening measures agreed by 

the Review Conference and consider new ones.  The EU proposal 

appeared to offer a workable compromise.  Nevertheless, late in 

the afternoon on the last day of the conference the United States 

said it would accept the EU formula only on the condition that the 

mandate of the Ad Hoc Group was "terminated."  Because 

preservation of the Ad Hoc Group mandate (and hence the 

possibility of restarting the multilateral negotiations when the 

political climate improved) had long been a bottom line for many 

delegations, this last-minute US proposal blocked the consensus 

needed to adopt the politically binding Final Declaration.  

The US proposal at the Conference angered other delegations 

and NGO advocates109 not only because of its controversial 

content but also because of its late introduction, less than two 

hours before the meeting was scheduled to end.  In a highly 

charged atmosphere, to prevent the Review Conference from 

failing completely, Chairman Tibor Tóth suspended the meeting 

for a year, to be re-convened in November 2002, allowing a year's 

“cooling-off” period.110  While it was clearly the United States 

refusal to agree to the protocol that was the reason for this unusual 

situation, the United States was not the only country opposed to 
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the protocol.  Rather, the United States was the one with such 

important interests at stake that it was willing to take the political 

heat for rejecting it.111 

The Basis for US Rejection of the Protocol 

The concerns over the effectiveness and feasibility of the draft 

protocol, which led to its rejection by the United States, centered 

on the burdens declarations, investigations, and export controls 

would impose upon a state party and its bio-pharmaceutical 

industry.  Undersecretary of State John Bolton described US 

objections to the Protocol this way: 

The reason the United States rejected the protocol was 
best summarized by a 1993 Congressional report which 
stated:  “While the controversy over [BWC] verification 
has focused largely on technical issues, it is 
fundamentally a political debate over whether the burden 
of uncertainty associated with verification would hamper 
more severely the verifier or the violator.112  

For the United States, with its massive biotechnology 

industry, and its sensitive bio-defense programs, the costs of 

putting these at risk outweighed the minimal gains.  More 

specifically, the United States rejected the protocol for three 

reasons.  First, it was based on a traditional arms control approach 

that will not work on biologically based substances.  Second, it 

would have compromised national security and confidential 

business information.  Third, it would have provided a “false 

sense of security,” and been used by proliferators to undermine 

other effective international export control regimes.113  Indeed, a 

number of BWC parties that have been publicly accused of 

possessing BW capabilities appeared to be quite prepared to sign 

up to the protocol; obviously not fearing that they would be 
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unduly exposed and expecting they would derive a degree of 

legitimacy by becoming a party to the protocol. 

Even Protocol adherents agree that BW programs are 

inherently difficult to detect because BW-related activities lack 

unique, distinguishing features, are easily concealed, are often 

dual-use in nature, and may be nested within legitimate facilities.  

At best inspection activities have only the possibility of providing 

some useful information to enhance our understanding about 

suspect activities.  As the United Kingdom contended, 

If the objective is on greater levels of transparency, better 
tools for tackling non-compliance and focused scientific 
and technological co-operation measures, then a useful 
role can be demonstrated for the draft Protocol as an 
adjunct to other measures.  Its defence does not lie in 
protestations that it is better than nothing, or that any 
agreement on these issues is worth having as an end in 
itself.

114
  

Even if one ignores the risks to legitimate industry and bio-

defense programs, this is thin gruel.  Given the clearly marginal 

increase in confidence-building information, coupled with only 

the hope it will foster greater compliance and cooperation in 

stopping proliferators, it did not make much sense from the United 

States’ point of view to put a heavy burden and large risk on the 

United States’ biological defense programs and its pharmaceutical 

and biotechnology industries.   

The United States has by far the largest biodefense program in 

the world.  Department of Defense researchers are exploring a 

host of technologies and scientific advances, including biological 

agent detectors, decontamination equipment, and treatments or 

preventatives to counter the effects of BW agents.  In addition, 

biologically based new technologies are being explored which 
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hold the promise of new advances in the use of organisms for both 

military and peacetime uses.  These efforts have the potential to 

transform the way the military conducts surveillance and 

communicates, and they open up additional possibilities for non-

lethal uses of biologically based agents.  Such programs involve 

both proprietary and classified information.   

Under the proposed protocol the United States would have 

been obligated to reveal extensive details on these programs in 

complying with the protocol’s requirements for declarations and 

inspections. Attempting to comply with this requirement without 

exposing the sensitive and classified details of such programs 

would be problematic.  First, “[p]roviding extensive information 

about these efforts in an unclassified format to an international 

organization under the guise of ‘transparency’ runs the risk of 

providing a proliferator or terrorist with a roadmap to exploit our 

vulnerabilities.”115  Terrorists and rogues would learn not only of 

promising defensive capabilities but also about areas of 

vulnerability.  Second, in cases where for national security reasons 

the United States refused to provide a sufficient level of detailed 

information or access to highly classified programs there would be 

the inevitable allegations of a clandestine BW program and no 

way for the United States to satisfy those concerns without 

exposing the program(s) to international scrutiny. 

Concerns over protecting the investments of the 

pharmaceutical and nascent bio-technology industries were also a 

key reason the United States rejected the protocol.  In their zeal to 

achieve a verification protocol, most of our European allies 

downplayed the potential impact of intrusive investigations and 
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inspections on their industries.  Interestingly, while the United 

States produces about 45% of all the drugs produced world-wide, 

Europe produces about 42%.116  The world’s pharmaceutical 

industry cautioned against imposing onerous burdens on the 

industry and raised the specter of potentially major losses of 

commercial proprietary information; protocol advocates tended to 

ignore these warnings.   

The United States $120-billion-per-year pharmaceutical 

industry is the world leader in the research, development, and 

production of new drugs.  Expenditures represent about 1.5% of 

Gross Domestic Product.117  The investment in terms of time and 

money is extraordinarily high.  It takes on average 15 years and 

over $500,000,000 to bring a potential product to market118  

Protecting this huge investment is a key concern, particularly 

since the organisms, processes, and equipment are not patented or 

otherwise protected, and industrial espionage is rampant in this 

industry.  A clandestine swipe of a laboratory desk top could 

result in the loss of years of research and hundreds of millions of 

dollars in investment.   

Control over proprietary data would be extraordinarily 

difficult, if not impossible, under the proposed protocol.  There is 

extreme risk that valuable proprietary information could be lost 

either through required declarations or as a result of a visit or 

investigation by inspectors.  Managed access, the procedure used 

under the Chemical Weapons Convention, to try to protect 

information, is unlikely to protect, for example, formulae for 

newly developed drugs, or data on processes, methodologies, and 

materiel that give a company a competitive edge.119  Likewise, the 
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mere fact a firm was the subject of a biological weapons 

inspection could result in the loss of consumer and investor 

confidence in the firm and its products.  At a minimum, the 

potential exists that the firm’s integrity and professional reputation 

could be called into question.  Firms that participate in 

Government sponsored biodefense programs have been extremely 

reluctant to advertise their participation in these important 

programs primarily because of concerns over how that 

participation would affect the public’s perception of the firm.  The 

potential for this was dramatically revealed during US trial 

inspections at US pharmaceutical firms.   

Finally, the United States conducted trial inspections 

demonstrated that how such inspections or so-called “visits” could 

have unintended consequences, creating ambiguities and 

generating suspicions rather than allaying them.  As one of the 

participants noted, “Indeed, the inspecting teams in these mock 

exercises left with less confidence that a perfectly legal facility 

was in compliance with the convention than they had before the 

visit took place.”120  In other words, its perfectly legitimate 

activities could be construed as covers for illicit biological 

weapons activities.  No wonder the United States was and remains 

skeptical about the viability and advisability of agreeing to the 

protocol which would require just these types of inspections and 

investigations.  Given these potential losses and risks there would 

have to have been a significant return in terms of being able to 

verify if a state was engaged in illicit biological activities.  Even 

protocol adherents agree that was not the case. 
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The Futility of Verification 

In many cases you need to produce more biological agent 
for the vaccines than for the actual biological weapons. 

  - Mr. Ron Cochran, Bio warfare expert, 
Lawrence Livermore National Laboratory121 

Many protocol advocates have argued that verification is 

possible and that the United States was setting an impossible 

standard for verification noting that it had agreed to verification 

inspections in a number of other arms control agreements.122  The 

United States contended, however, that “verification” requires, at 

a minimum, that it be “more probable than not” that measures be 

able to come to a definitive conclusion with a greater than 50 

percent probability that a suspect activity was or was not in 

violation of the BWC.  Unlike other arms control agreements 

where treaty limited items were countable (for example, the 

Intermediate Range Nuclear Forces Treaty), visible (for example, 

the Limited Test Ban Treaty), measurable (for example, the 

Conventional Forces in Europe Treaty), or unique and non-

naturally occurring (such as the toxic chemicals in the Chemical 

Weapons Convention), none of these characteristics pertain to 

biological weapons.  The United States argued that “verification,” 

although imperfect in each of agreements noted above, has a 

standard that cannot be met for biological materials with current 

technologies.  Interestingly, the “verification” standard, despite 

United States’ stated doubts about its efficacy in this area, was 

never discussed in detail by any other states party throughout the 

10-year history of BWC protocol negotiations.  

In order to accurately assess US conclusions about the futility 

of inspections and other measures in the protocol, the United 

States objectively conducted inspection exercises at a number of 
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facilities likely to be targets for inspections or investigations.  

Scientific methods and controls were used in a scrupulously 

unbiased effort to fairly determine whether any of the proposed 

measures could provide sufficient evidence or information so as to 

make conclusive judgments about the presence or absence of a 

program.  These inspections took place from 1994 to 1996 at 

vaccine production facilities, university laboratories, and US 

biodefense sites.  The conclusions derived from these mock 

inspections were that the measures contained in the protocol for 

checking national declarations would not build confidence, and in 

all likelihood not unearth an illicit BW program.  Indeed, the 

proposed measures of visits and investigations—euphemisms for 

inspections—would almost certainly result in more ambiguous 

data generating even more suspicion.  Activities normally carried 

out in pharmaceutical and bio-defense facilities are 

indistinguishable from those that would be used to develop and 

produce BW agents.  Absent the actual weaponization of the agent 

(filling a bomb or spray device for example), there are logical, 

rational, and perfectly innocent reasons for maintaining quantities 

and types of agents that have in the past been used as weapons.   

Also, efforts by the visited site to protect data often raised 

more questions as well as more suspicions.  Unauthorized efforts 

to exceed the boundaries of the agreed inspection areas, for 

example, heightened industry concerns over potential losses and 

objections simply increased the suspicions of the inspectors.123  

Ultimately, the difference is simply one of intent.  While intent 

can be gleaned from other factors and sources (for example, 

intelligence gathering, analysis, defectors), the activities subject to 
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inspections and investigations hardly ever contribute anything to 

the “intent” assessment. 

The mock inspections did, however, reveal that challenge 

inspections, in some situations, and disease-outbreak surveillance 

and inspection could be useful to a degree.  For example, if a very 

specific allegation were to be made about BW use in a given 

location, and if immediate access (defined in terms of hours) to 

that place was obtained, there is a greater degree of likelihood 

illegal activity there would be discovered.  On the other hand, a 

challenge inspection to a pharmaceutical facility, for example, 

would be exceedingly unlikely to uncover illicit activity even if it 

existed, due to the size and multiplicity of the processes taking 

place there.124  For example, the author visited Monsanto 

Industries in St. Louis, Missouri where the plant facility was 

several hundred acres in size and there were 18 vaults each 

containing thousands of samples of biological agents.  One of the 

scientists commented that he could hide anthrax in ears of corn 

growing in their experimental fields and finding it would be 

problematic.  Large vaccine production facilities would also be 

ideal places to hide illicit BW activity since there would be 

legitimate requirements for maintaining large quantities of agents 

for production purposes. 

It should be noted that there were some trial inspections 

conducted by other countries (notably the United Kingdom and 

the Netherlands) where results were at variance with mock 

inspections conducted by the United States, claiming that the 

results proved that verification was possible or more likely than 

the conclusions arrived at by the United States.125  However, 
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skepticism is called for since we only have the conclusions of 

those obviously biased in favor of such measures.  The 

methodologies, the procedures, and the standards used have not 

been made available publicly for an objective assessment.  As one 

of the chief scientists for the US mock inspections stated, 

To the best of my knowledge, none—and I mean none—
of these so-called mock inspections meet any of the 
scientific requirements of trial experiments.  And  
none . . . have been published with their methodologies, 
hypotheses, and analyses intact for all to see.  Trial 
inspections are difficult and expensive to execute 
properly.  It is all too easy to construct a trial and 
populate it with hand-picked participants to get the 
answer one wishes to hear.  We can do—and did do—
better than this.126 

The results, shared with members of the Western Group, were 

anathema to BW verification advocates.  “Confidence building,” 

“declaration checking,” and other transparency measures failed 

miserably in their ability to provide any usefully information to 

make a compliance determination.  Indeed, the inspecting teams in 

these mock exercises left with less confidence that a perfectly 

legal facility was in compliance with the convention than they had 

before the visit took place.  Given that the vast majority of 

activities advocated for the protocol would be time consuming and 

operationally onerous visits rather than formal investigations 

neither of which would provide very little if anything to the 

compliance-noncompliance calculus, the United States came to 

believe that the protocol could actually weaken the BWC.  

Further, given the real and substantial potential loss of intellectual 

property there was little incentive to “go along” with trying to 

create measures to verify that which was unverifiable in a benign 

environment.   
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The experience in Iraq with UNSCOM on-site inspections 

was the final nail in the coffin of BW verification.  This 

experience conclusively demonstrated the futility of on-site 

inspections even under circumstances where inspectors could “go 

anywhere, any place, any time.”  As Time Reporter Joanna 

McGeary recently wrote, 

Despite more than 30 searches for various unconventional 
arms, inspectors did not even know of its existence until 
mid-1995, when Saddam's defecting son-in-law Hussein 
Kamal revealed that secret labs buried in Iraq's security, 
not military, apparatus were cooking up deadly germs. 
Iraq subsequently admitted it made batches of anthrax 
bacteria, carcinogenic aflatoxin, agricultural toxins and 
the paralyzing poison botulinum.  Iraqi officials reported 
they had loaded 191 bombs, including 25 missile 
warheads, with the poisons for use in the Gulf War.  They 
said they destroyed them after the conflict, but they 
presented no proof, and Western officials don't believe 
them.127 

As the Iraqi experience proved the absence of evidence is 

certainly not evidence of absence.  If anything the Iraqis have 

since the end of inspections in 1998 become increasingly 

sophisticated and knowledgeable in the ways and methods of 

hiding clandestine BW labs and weapons facilities.128  Even the 

most intrusive and coercive inspections are unlikely to reveal 

anything absent Hussein’s unimaginable cooperation.129 

Obviously, if an intrusive inspection effort such as was 

undertaken by UNSCOM proved unable to find a clandestine BW 

program, it is hard to see how anything less would have any 

greater success.  Even more disturbing, arguably the lessons 

learned out of the UNSCOM experience will likely give 

proliferators the knowledge necessary to circumvent their 

international legal obligations and effectively hide illicit 
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programs.  Arguably the lessons learned of the UNSCOM 

experience will likely give proliferators the knowledge necessary 

to circumvent their international legal obligations and effectively 

hide illicit programs.   

In the face of a determined effort to hid such programs, short 

of a long-shot fortuitous discovery, the chances of finding any 

evidence of a BW program is virtually nil.  A critic of recent 

efforts to resume inspections in Iraq best summed up this hopeless 

task. 

Inspections can only do one thing well: verify that a 
country's declarations about a weapons program are 
honest and complete.  It is feasible for inspectors to look 
at sites and equipment to see whether the official story 
about their use is accurate. Inspectors can rely on 
scientific principles, intelligence information and surprise 
visits to known weapons production sites to test what they 
are told.  It is a different proposition altogether to wander 
about a country looking for what has been deliberately 
concealed.  That is a task with no end.130 

Thus, the United States strongly opposed labeling the protocol 

as a “verification” regime and advocated only challenge 

inspections as a potentially meaningful contribution to 

strengthening the convention.  This approach has met with 

profound disapproval within the Western Group, whose other 

members continued to insist that “verification” was an achievable 

goal in the new protocol.”131  Some experts, while agreeing with 

the United States’ position that the Protocol could not provide 

confidence that countries were not cheating, argued that “a pact 

establishing standards and verification measures would deter some 

countries while also helping to build norms of international 

behavior.”132  In response, Undersecretary of State John Bolton 

told delegates to last year's review conference that "the time for 
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'better-than-nothing' protocols is over.  We will continue to reject 

flawed texts like the BWC draft protocol, recommended to us 

simply because they are the product of lengthy negotiations or 

arbitrary deadlines, if such texts are not in the best interests of the 

United States."133   

Obviously, if the protocol can do little to strengthen the norm 

prohibiting the development, possession, and use of these 

weapons, are there any alternatives?  In fact, there are a significant 

number of initiatives and mechanisms being undertaken or 

proposed which will have a much greater impact on this problem 

than any of the proposals contained in the now defunct protocol. 

A NEW PARADIGM FOR STOPPING BW PROGRAMS:  
THE SEAMLESS WEB OF MULTIFACETED 

INTERNATIOAL COOPERATION 

A single arrow is easily broken, a bundle of ten is not. 
- Japanese proverb134 

In October 2001 President Bush, in the face of mounting 

criticism over the Administration’s rejection of the Protocol, 

proposed the following seven measures as alternatives and as 

measures that would by measurable standards have concrete 

results: 

1. Enact strict national criminal legislation against prohibited 
BW activities with strong extradition requirements;  

2.  Establish an effective United Nations procedure for 
investigating suspicious outbreaks or allegations of biological 
weapons use;  

3.  Establish procedures for addressing BWC compliance 
concerns;  

4.  Commit to improving international disease control and to 
enhance mechanisms for sending expert response teams to cope 
with outbreaks;  

5.  Establish sound national oversight mechanisms for the 
security and genetic engineering of pathogenic organisms;  
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6.  Devise a solid framework for bioscientists in the form of a 
code of ethical conduct that would have universal recognition; and  

7. Promote responsible conduct in the study, use, 
modification, and shipment of pathogenic organisms.135 

The President’s proposals have served as a useful blueprint 

for tackling the many-faceted threat of bio warfare and terrorism, 

and are a useful point from which to build additional proposals to 

be discussed in more detail here.  They also served as the basis for 

discussion and agreement at the re-convened BWC Review 

Conference in November 2002.   

In the year following the suspended November 2001 Review 

Conference, a number of nations, primarily from the Western 

Group, discussed alternative proposals with the United States 

which could form the basis for agreement on a work program at 

the resumed Review Conference.  Ultimately, in early Fall, the 

Western Group, led by the United Kingdom, France, Germany, 

and European Union Chairman Denmark, presented to Conference 

Chairman Tibor Toth a package of proposals which they believed 

would command consensus at the resumed Review Conference.  

The United States signaled its willingness to accept the Western 

Group initiative as long as it was presented as a take-it-or-leave-it 

proposal.  Desperate for a successful outcome, Chairman Toth 

agreed, albeit reluctantly, to present the proposal as his proposal 

and as the best and only hope to avoid a failed conference.136  

The proposal package followed closely President Bush’s 

initial 2001 proposals and included the following: 

1.  The adoption of national measures to implement the 
prohibitions of the BWC; 
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2.  National mechanisms to establish and maintain the security 
and oversight of pathogenic microorganisms and toxins; 

3.  Enhancing national capabilities for responding to, 
investigating and mitigating the effects of alleged use of biological 
weapons; 

4.  Strengthening national and international institutional 
efforts for the surveillance, detection, diagnosis and combating of 
infectious diseases; and 

5.  The creation, promulgation and adoption of codes of 
conduct for scientists.137 

In addition the parties would agree to meet twice a year with 

the first meeting being a two-week meeting of experts followed by 

a one-week meeting of the states parties to consider the prior work 

of the experts.  Items one and two would be considered in the first 

year, items three and four in the second year, and item five in the 

third year.  The results of this effort would then be considered at 

the Sixth Review Conference in 2006.  After almost a week of 

tense behind the scenes meetings and discussions, the Western 

Group, Eastern Group, and Non-Aligned Group agreed to the 

proposal and the Review Conference concluded successfully.138   

While concerns remain over whether some states may try to 

expand the scope of these meetings and attempt to resurrect the 

verification protocol or use these opportunities to attempt to create 

a new international enforcement and compliance organization 

similar to the Chemical Weapons Convention Organization for the 

Prohibition of Chemical Weapons, the agreed program of work 

complements nicely with the efforts of national governments and 

existing  international governmental organizations to stop or 

rollback the proliferation of biological weapons.  As a first step, 

states parties will need to fully comply with their already existing 
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legal obligations under the BWC, such as implementing criminal 

legislation and controlling and regulating the transfer of agents.  

One study indicated that only 14 out of the 146 states parties have 

implementing legislation.139  The first-year work program will 

focus attention on this noncompliance issue and work to establish 

much needed national standards on criminalization and bio-safety.  

It is also expected that international governmental organizations, 

such as the World Health Organization and INTERPOL, will have 

active roles in the work program.  This work program by states 

parties to the BWC complements the multitude of other initiatives 

currently ongoing which address the threat of biological warfare 

or terrorism. 

Overall, with the encouragement of the United States and on 

their own initiative, dozens of international governmental 

organizations and regional cooperative groups have declared 

policies, undertaken initiatives, and instituted mechanisms for 

combating terrorism and the threat of weapons of mass 

destruction.  Almost all of these have relevance to the special 

problem of biological warfare and bioterrorism.  Significantly, 

contrary to critics who decried the United States rejection of the 

draft Protocol as unilateralist, the US has aggressively pursued 

cooperative, multilateral approaches in these other, more effective 

areas and forums to enhance national, regional and international 

peace and security.  It is in the unique case of biological agents 

and weapons that the US quickly recognized that a cumbersome 

multilateral arms control negotiation arriving at an ineffective and 

potentially costly agreement was not the way to achieve a world 

free of this threat.  Following on and complementary to the 
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agreement reached at the Fifth Review Conference for a three-year 

work program, the approach proposed here is that strengthening 

the prohibitory norm will only succeed by instituting a 

comprehensive set of denial mechanisms that involve national 

defensive measures, multiple measures by multitudes of subject 

matter specific international government organizations, national 

implementation of already-in-place compliance mechanisms, and 

the willingness of the community of nations to call to account 

BW—proliferators and terrorists alike. 

The National Defense Imperative:  First Responders And Bio-
Security 

While it is not the purpose here to discuss the full range of 

national initiatives to prevent and respond to a attack with 

biological weapons either by terrorists or rogue states,140 it is 

nevertheless imperative that nations urgently develop defensive 

and responsive measures to protect their populations and send a 

message to would be attackers that they are fully prepared to 

respond to this type of attack, and that such attacks will not 

achieve the purposes for which they were intended.  Further, 

because a biological defense security system would offer 

protection against both natural and nefarious transmission of 

disease, full implementation would directly benefit society even if 

no attack ever happened. Effective biological security requires that 

we fit the cure to the disease.  Despite the fact that in 2002 an 

extra $11 billion has been allocated for WMD defense, it has been 

provided without clear priorities or objectives.141 

In any event, the United States is slowly but surely training, 

equipping and preparing for the likely eventuality of a BW 

incident.  While some of these efforts are at the nascent stage, all 
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are being assiduously developed and implemented as resources 

and technology make them available.  These areas include the 

development of vaccines, establishing national disease 

surveillance networks, dramatically increasing the numbers and 

training of laboratory technicians with an emphasis on qualified 

microbiologists, training medical response teams, developing 

biological agent detection systems, developing advanced portable 

decontamination systems that can be immediately deployed in 

large numbers, creating special wings of isolation wards in 

existing hospitals to handle victims of BW, and conducting 

regular drills of the public safety and health systems to determine 

weaknesses in our response capabilities.  As an added benefit, this 

kind of preparedness would also help to prevent unintentional 

outbreaks of disease. 

All of these efforts will require additional state and Federal 

funding, greater coordination and cooperation, and a crash 

program in research and development of new technologies to 

detect rapidly the presence of biological agents.142  Admittedly, 

there are a number of scientific, financial, and legal hurdles to 

overcome in developing this comprehensive defense system.  We 

are a long way from development of and approval for vaccines for 

the most common of biological warfare agents.143  We still have 

not developed an effective biological agent detection system, and 

the funding for these measures is insufficient.   

For all the other measures to work, it is essential that nations 

support national defensive measures.  States of the former Soviet 

Union, in particular Russia, need to do more nationally as well as 

cooperatively with other nations to ensure that mistakes of the past 

do not become nightmares of the future.144  Just as importantly, 
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because infected passengers can travel the world in less time than 

it takes for a disease to incubate, it is crucial, for the national 

interest as well as for humanitarian reasons, to improve 

cooperative efforts, such as disease surveillance, with other 

nations and international organizations.  Disease cannot be 

stopped at the border.  The United States must act internationally 

as well as nationally.  This is one area the United States needs to 

do more. 

The United States has slowly embarked on cooperative 

research and development initiatives in the detection and response 

to biological weapons.  For example, in July, 2002, the 

Department of Energy and the British Ministry of Defense signed 

an agreement to collaborate on ways to detect and address the 

threat of biological (and chemical) weapons.145  Other similar 

cooperative efforts are in the works.  Currently however, there 

exists no national body to coordinate the multitude of national 

defense efforts with the initiatives of other nations and 

organizations.  There should be a central clearing house for health, 

customs, police, military, financial, and intelligence organizations 

to share information on what initiatives and measures they are 

pursuing, whether or not there is any overlap in their efforts and 

for the encouragement of cooperative arrangements across 

specialized fields.  As discussed below, while specialized 

international organizations are already embarked on similar 

efforts, there is as yet no organized effort to tie in national 

defensive initiatives with the multilateral efforts of the 

international community in which the United States is playing a 

key role.   
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The soon-to-be-instituted Homeland Security Department will 

have as its goals the consolidation and synchronization of the 

efforts of Federal agencies, and to establish national policy and 

guidelines for state and local governments.  With respect to the 

BW threat, since early detection of biological attacks will be 

crucial to saving lives, the new department will be tasked with 

developing, deploying, managing, and maintaining a national 

detection system.146  That system will most likely consist of a 

national public health data surveillance system and a sensor 

network to detect and report the release of biological agents in 

densely populated areas.  Logically, this new department would be 

best situated to lead the effort to integrate domestic efforts with 

international efforts at defending and responding to this threat, to 

include the integration of the national public health data 

surveillance system with the global networks being developed by 

WHO.  In any event, for any of the other deterrence and denial 

strategies to have a chance at success, nations must be willing to 

commit to their BW national defense.   

The Vital Importance of Compliance Diplomacy: Enforcing 
the Prohibitory Norm 

In the days of the Cold War, we were able to manage the 
threat with strategies of deterrence and containment.  But 
it's a lot tougher to deter enemies that have no country to 
defend.  And containment is not possible when dictators 
obtain weapons of mass destruction and are prepared to 
share them with terrorists who intend to use them to 
inflict catastrophic losses on the United States. 

   - Vice President Dick Cheney147 

It is also not the purpose of this paper to discuss what 

mechanisms are available to deter would-be proliferators and 

WMD terrorists.148  While the threat of complete annihilation may 

be sufficient to deter despots with BW, it may be of limited use in 
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preventing biological attacks by terrorists or doomsday cults such 

as Aum Shinrikyo.  Biological terrorism could remain largely 

immune to the threat of force.  Hopefully, a nation that harbors 

such terrorists could be compelled to stop them or allow the 

international community to intervene to eradicate the threat.  As 

previously noted, absent the “smoking gun” it is difficult to detect 

an actual attack.  The incubation times of most diseases—for 

example, seven to 17 days for smallpox—may lead terrorists to 

hope they can cover their tracks through covert releases of 

biological agents.  Obviously, an attacker who cannot be identified 

cannot be threatened. 

So, if all the other measures and mechanisms discussed here 

are to be fully successful they must be backed up with a 

willingness of nations, regions, and the world to take swift and 

effective action against those who would threaten to use BW.  

Through appropriate Security Council Resolutions, many of which 

already form the basis for action,149 statements by regional 

collective organizations, and a demonstrated willingness to use 

force when necessary, will augment and reinforce other non-

coercive, cooperative measures and mechanisms.  This willingness 

to be serious about the threat will forcefully communicate to other 

BWC member states that we take seriously their commitments and 

so should they.   

This includes the obligation to submit Confidence and 

Security Building data they agreed to at the 1986 and 1991 

Review Conferences.  Next, those who are named suspect 

proliferators should be pressured by all member states, but 

particularly the Western Group, to “come clean” with respect to 

their programs.  In addition, as will be discussed below, nations 
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must institute police and regulatory measures so that the 

suspicious activities of members of groups like Aum Shinrikyo 

will be detected, interdicted, and punished for their actions.  

Nations must demonstrate the political will to pass on information 

regarding proliferation activities and act on it when received.  The 

forceful determination of like-minded states should leave no room 

for doubt that the consequences of failing to live up to the 

obligations of the BWC and adhering to the norm against such 

weapons will be severe. 

It should be made quite clear that continued noncompliance 

could lead to territorial occupation or regime change.  As Vice 

President Cheney stated, “Wars are never won on the defensive.  

We must take the battle to the enemy.  We will take every step 

necessary to make sure our country is secure, and we will 

prevail.”150  The enemies of civilization, peace, and security must 

be assured that conspiring to use biological or other weapons 

against America or her friends will fail, and they will face a swift, 

certain, and devastating response.  It would go a long way to 

maintaining the norm against these weapons if the international 

community through the United Nations, a regional cooperative 

security arrangement, or coalition of the willing demonstrated an 

equal commitment of intolerance towards noncompliance. 

International Institutions:  The Role of the United Nations 

Investigating and Responding to Non-Compliance.  Under 

Article VI of the BWC any state party who suspects another state 

is violating the provisions of the BWC may “lodge a complaint” 

with the Security Council, and all states parties are obligated to 

cooperate with the Security Council in its investigation.  The 

assumption of Article VI is that if a violation is found it will be 
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left up to the Security Council to decide what measures, if any, to 

take in response.  While finding an illicit BW program is 

problematic, the Security Council and the United Nations 

secretariat could serve as a vehicle for reinforcing the norm of 

nonuse of biological weapons by committing itself to investigating 

any use of such weapons by non-state parties to the BWC.151  At a 

minimum, the Security Council should signal its willingness 

through an appropriate resolution(s) that any development, 

production, or use of such weapons or agents for hostile purposes 

will be subject to sanctions and collective enforcement actions.  

For example, by resolution, the Security Council could buttress 

the BWC by making an explicit and unqualified commitment: 

a.  To treat any use of weapons prohibited by the 
Convention as a crime against humanity, not open to be 
excused or palliated by any claim of justifying 
considerations; 

b. To regard any regime guilty of the crime, or of 
sheltering or supporting perpetrators, as having forfeited 
legitimacy; 

c.  to pursue individually as criminals, by international 
process, any such regime’s leaders and any others 
participating in the crime; and 

d.  To reverse any advantage secured by its commission, 
and to succor its victims.152 

This type of commitment should reinforce to any would-be 

proliferator that the costs of noncompliance would not only be 

world opprobrium but a swift, certain, severe, and collective 

response.  A more traditional but no less important role for the UN 

would be in providing a forum for developing standards for the 

regulation and criminalization of illicit activities related to 

biological weapons.  This was proposed by the United States as 

one of the many alternatives to the draft protocol.   
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Forum for Criminalizing the Development, Possession, and 

Use of Biological Weapons.  Article IV of the BWC requires 

member states to take “all necessary measures” to prevent the 

development, acquisition, and production of biological agents for 

hostile purposes.  This article commits states parties to extend the 

obligations contained in the BWC to their citizens and 

residents.153  However, only about one-third of the BWC states 

parties had reported the enactment of implementing legislation.154  

And only a few, mostly Western, states have enacted legislation 

criminalizing such activities and even fewer have established the 

necessary regulatory schemes, with inspectors and 

approval/licensing arrangements to investigate and inspect 

facilities which have the potential of becoming a biological 

weapons facility.  Likewise, few states have extradition 

arrangements whereby miscreants who have acquire, produced, or 

developed such weapons could be extradited for prosecution.  If 

we are to have any hope of going after indigenous terrorist groups 

who are hell bent on acquiring these agents for terrorist use, this 

needs to be a high priority.   

National legislation often differs drastically from country to 

country.  Article IV of the BWC requires all states to undertake 

measures to prohibit the development, possession, or acquisition 

of agents, toxins, weapons, or delivery systems for use as 

biological weapons.  This would require nations to implement 

national legislation criminalizing such acts and creating the 

necessary administrative and regulatory bodies to ensure that 

agents, materials, and technology are not diverted from legitimate 

and peaceful purposes to a biological weapons program or for 
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terroristic use.  Treaties defining international crimes are based on 

the concept that certain crimes are particularly dangerous or 

abhorrent to all and that all states therefore have the right and the 

responsibility to combat them.  Certainly in this category, 

threatening to the community of nations and to present and future 

generations, are crimes involving the hostile use of disease or 

poison and the hostile exploitation of biotechnology.  

Compiling data on national implementing legislation and 

working to help states parties draft legislation and coordinate 

legislation regionally would be a prospective task for the UN 

Secretariat and interested NGOs.  For example, at a recent 

workshop on an international law approach to biological terrorism, 

various draft international conventions were discussed in which 

state parties would agree to (1) establish jurisdiction with respect 

to the specified crimes extending to all persons in its territory, 

regardless of the place where the offense is committed or the 

nationality of the offender; (2) investigate whenever any person 

alleged to have committed the listed crimes is present in the 

nation’s territory, and (3) to prosecute or extradite any such 

alleged offender if satisfied that the facts so warrant.155  

This is another possible and promising avenue for UN active 

participation.  Pursuing such a convention under the auspices of 

the UN’s Sixth (legal) Committee has a great deal of merit and 

should be pursued.  Adoption and widespread adherence to such a 

convention would create a new dimension of constraint against 

biological weapons by applying national criminal law to hold 

individual offenders responsible and punishable should they be 

found in the territory of any state that supports the convention.  

Such individuals would be regarded as hostes humani generis, 
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enemies of all humanity.  The norm against biological weapons 

would be strengthened, deterrence of potential offenders would be 

enhanced, and international cooperation in suppressing the 

prohibited activities would be facilitated. 

Other International Governmental Organizations (IGOs):  
Cooperative Mechanisms 

The United States has placed great emphasis on working 

multilaterally and with likeminded groups to combat the BW 

threat.  The benefits of international cooperation and coordination 

to address with the threat are self-evident.  Recognizing that the 

traditional “arms control” approach, with so-called verification 

and confidence-building measures incorporated into new 

agreements that proliferators know they can ignore with impunity, 

has failed to stem the proliferation of this threat, a new diverse and 

multi-faceted, multilateral approach is needed.  This approach 

requires the determined cooperation of nations and international 

organizations, and the support of industry and the scientific 

community.   

In addition to national initiatives to protect and prepare for an 

eventual attack with biological weapons, the United States must 

work within the panoply of international governmental 

mechanisms to develop and support a determined and multifaceted 

approach emphasizing the need for better coordination and 

cooperation among these organizations and the member states.  

There are currently a number of international governmental 

organizations (IGOs) engaged with their member states in creating 

mechanisms, initiating programs, and supporting national and 

international efforts at stopping illicit BW activities.  The 

following descriptions of such efforts are a representative but not 

a comprehensive listing of those endeavors. 
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Despite the frustration and bitterness that the United States’ 

strong stand ignited at the BWC Review Conference among the 

arms control crowd of diplomats and NGOS, a wide and growing 

array of national governments and IGOs is working together to 

develop concrete and effective measures to meet the challenge of 

stopping illicit and clandestine biological weapons programs.  

These new initiatives currently lack coordination and often occur 

without public knowledge or appreciation for the contribution to 

nonproliferation.  One of the ways this recognition could be 

accomplished is by inviting these organizations to the BWC 

Review Conference to give reports on their efforts.  Putting these 

efforts “under the umbrella” of the BWC would go a long way to 

demonstrating that the norm is not in danger and that the world, 

including the United States, is actively engaged in this effort.  

Meetings could even be held every year to provide a forum for 

these organizations to report on their efforts at stopping and 

deterring BW proliferators or would-be biological terrorists. 

The G-8 Summit Process.  Recently, the major powers took a 

significant step in a cooperative effort at stemming the 

proliferation of WMD.  This was the June 2002, G-8 Summit 

Statement announcing the "G-8 Global Partnership Against the 

Spread of Weapons and Materials of Mass Destruction.”156  The 

United States pledged $10 billion toward this effort and urged 

other G-8 states to donate $10 billion over 10 years, with the aim 

of enhancing projects underway in the former Soviet Union, 

including projects dedicated toward reducing the potential loss of 

technology, materials, and information from the clandestine BW 

program.  Assuming full implementation, this is a major step in 

eliminating one of the most significant proliferation concerns. 
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The G-8 Statement also adopted six principles for fighting the 

spread of weapons of mass destruction and international terrorism.  

These included the adherence to current norm-building treaties, 

strict enforcement of export controls, and providing assistance to 

other states that lack the financial ability to deter or stop terrorist 

groups within their borders from acquiring these weapons. This 

statement, along with the many similar such statements that have 

been promulgated before, reinforces the commitment of the major 

countries to taking whatever steps are necessary to limit access by 

terrorist groups, their supporters and proliferators to the materials, 

information, and technology for making such weapons. 

World Health Organization.  One constructive provision in 

the draft protocol proposed to conduct investigations in event of a 

disease outbreak is to determine whether the origin is natural or a 

deliberate release.  To limit and successfully interdict the spread 

of disease, it is very important to understand the origin and means 

by which it is spreading.  This requires researchers to be able to 

interview victims and health care workers at the site of the 

outbreak. Also, countries suffering from a disease outbreak are 

inevitably sensitive to outside interference and wary of 

accusations that the disease is caused by BW activity.  For this 

reason, cooperation is more likely to be forthcoming if there is no 

initial assumption that foul play may be involved.  Therefore, 

depending on the type of outbreak, it makes more sense for the 

relevant epidemiological investigations to take place under the 

mantle of the World Health Organization, the Food and 

Agriculture Organization, or the World Organization for Animal 

Health; organizations that are not directly associated with the 

BWC. 
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One of the critically important areas for early warning and 

identification of a potential biological attack is the worldwide 

monitoring of the spread of dangerous infectious diseases.  The 

United States and others have strongly supported the creation of a 

global infectious disease surveillance network as a tool to detect 

biological attacks and combat naturally occurring outbreaks of 

diseases.  The US Centers for Disease Control (CDC) is currently 

working with the World Health Organization (WHO)157 to create a 

“network of networks” comprised of national public health 

authorities, military laboratories, UN agencies, media, and 

nongovernmental organizations.158  In that regard, there are a 

number of hurdles that need to be overcome.  These include the 

extremely poor health care infrastructures of many nations and the 

reluctance of governments to allow outside organizations into 

their countries fearing possible negative impacts on trade and 

tourism if a disease outbreak is announced.  Additionally, WHO is 

particularly protective of its reputation as a neutral and its general 

policy of confidentiality.   

WHO is currently engaged in a project to expand its 

surveillance coverage, which currently only covers three diseases:  

yellow fever, plague, and cholera (small pox is also monitored 

although there has been no reported case since 1979).  While 

WHO, in order to preserve its global access, has purposefully 

distanced itself from any initiative to support national and 

international efforts against proliferators, it has recognized that it 

is particularly well placed to strengthen public health surveillance 

and response activities for naturally or deliberately occurring 

outbreaks of disease.  As a result, the 55th World Health Assembly 

passed a resolution159 urging member states to collaborate “in the 
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rapid analysis and sharing of surveillance data of international 

humanitarian concern,” and “to treat any deliberate use . . . of 

biological agents . . . as a global public health threat.”  It has also 

recently published a guide on how populations and governments 

should respond to biological and chemical weapons.160  Further, it 

directed WHO to strengthen and expand its global surveillance of 

infectious diseases, coordinate information gathering on potential 

disease outbreaks, and to work with other international 

organizations to develop “new tools, within the mandate of WHO, 

including modeling of possible scenarios of natural occurrence, 

accidental release or deliberate use of biological . . . agents.” 

WHO is actively engaged in a number of initiatives to prevent 

the spread or deliberate release of biological agents.  For example, 

it recently, at UN request, completely revised the Model 

Regulations for the Transport of Dangerous Goods establishing 

security standards for the transportation of hazardous biological 

substances to prevent theft or accidental release.161  WHO is also 

working on developing a civilian-military health network to 

monitor and report outbreaks of diseases.  They are currently 

working with the US Armed Forces Medical Intelligence Center 

and other national military health systems to develop a global 

military health surveillance system.  The Department of Defense 

has established a Global Emerging Infections System for the 

detection and reporting of biological attacks and outbreaks of 

disease,162 and this system will hopefully be incorporated 

eventually into WHO’s developing worldwide civilian-military 

health surveillance network.  This has particular promise since 

almost every country in the world has a military but not all have 
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public health services.  Military reporting could be extremely 

useful in the early detection of suspicious outbreaks of disease. 

Following the 2001 anthrax attack in the United States, a 

Chemical and Biological Working Group was established to 

provide information and resources on preventing, preparing for, 

and responding to deliberate releases of chemical and biological 

agents.163  It has also subsequently strengthened its biosafety 

training programs, begun work on model practices for security 

issues of pathogens, and will soon re-issue its Laboratory 

Biosafety Manual.164 

WHO has already established a comprehensive health 

surveillance and alert system via the Internet called the Global 

Outbreak Alert and Response Network.165  Global Alert allows the 

sharing of information with over 1000 other organizations and 

countries on outbreaks of diseases and other public health 

information.  Likewise, member countries usually share 

information with the WHO because of the resources WHO can 

bring to bear on any public health problem, the fact that WHO 

officials are usually co-located with the health ministry, and the 

maintenance of a neutral non-political reputation.166  This data 

base can be accessed by any person or organization.  So, while 

WHO avoids formal relationships with military or law 

enforcement agencies, such as NATO or INTERPOL, those 

organizations still have access to WHO medical intelligence 

information.  WHO will also readily consult with any organization 

seeking information on preventing or detecting outbreaks of 

diseases.  WHO efforts to expand their surveillance system to 

cover other diseases and to support an increased capability around 

the world to rapidly detect and respond to any outbreak of disease, 
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whether deliberately released or naturally occurring, Congress has 

proposed an addition $70 million dollars be provided to WHO for 

this purpose.167   

We are a long way from a comprehensive and global network 

for detection and syndrome surveillance for rapidly detecting new 

patterns of disease outbreaks, but this should be one of our highest 

priorities in the fight against biological warfare.  This will depend 

on educating, training, and collaborating with scientists and health 

officials throughout the world, and utilizing the on-going 

development of rapid throughput methodologies and new 

technologies to create this global network.  And it will be WHO 

that plays a critical role in building and strengthening this vitally 

important mechanism. 

WHO is primarily concerned with diseases affecting humans 

and usually does not concern itself with diseases affecting plants 

or animals specifically.  Two other international organizations 

address issues associated with food and agriculture and animals.  

There are a much larger number of animal and plant pathogens 

and pests that could be used as a weapon against the economic 

viability of a society.  Fungi, viruses, and bacteria cause more than 

50,000 diseases of plants in the United States, for example.  There 

is also a clear intersection between crops and livestock in the case 

of animal feed, and it is quite possible that an undetected crop 

disease could adversely affect livestock if not caught and treated 

or isolated in time. 

Food and Agriculture Organization.  The Food and 

Agriculture Organization (FAO), with 175 member states, 

provides technical and humanitarian assistance to natural and 

man-made disasters affecting crops.168  The FAO has not formally 
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been involved in any effort to prevent the spread and use of 

biological weapons.  It is, however, prepared to play an active part 

within its broad mandate of providing humanitarian assistance and 

protecting crops and food resources.  The FAO is well placed to 

serve as a clearinghouse on information concerning suspicious 

outbreaks of crop diseases and provide resources to combat 

outbreaks.  Here is another international governmental 

organization that the United States and other like-minded 

countries could utilize in their efforts at stopping BW 

proliferation.  FAO has long been engaged in efforts at biosafety 

in food and agriculture, and it has produced a number of codes of 

conduct for ensuring the continued safety and viability of food 

stocks and agricultural products.  These have included the Code of 

Conduct for the Import and Release of Exotic Biological Control 

Agents (1995), the Code of Conduct on Biotechnology as it relates 

to Genetic Resources for Food and Agriculture (under 

negotiation), and the International Code of Conduct for the Plant 

Germplasm Collecting and Transfer of Germless (1993).  

World Animal Health Organization.  The Office International 

Des Epizooties (OIE), with 157 member states, reports on the 

occurrence and course of animal diseases worldwide, and of ways 

to control these diseases, provide international coordination of 

research on, and control of, important animal diseases, and works 

toward the harmonization of trade regulations for animals and 

animal products.169  OIE has established an information system to 

collect and disseminate information on outbreaks of animal 

diseases, and routinely sends missions to developing countries in 

need of technical assistance in fighting animal diseases.  Currently 

OIC has no program or initiative with the specific objective of 
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preventing or reacting to biological warfare.  The United States 

should encourage the OIE to develop a reporting and prevention 

program for its members in order to more rapidly identify and 

respond to suspicious outbreaks of animal diseases.  One proposal 

worth considering is the establishment of regional (and 

international) risk assessment units and a centralized database on 

surveillance and disease data.  This would include a near 

continuous review of the data to provide early warning of animal 

disease threats.170  Just as there is currently no United States 

national system that can report diseases and infestations of animal 

pathogens and pests, there is no international system.   

The FAO, WHO, and OIE set standards for food safety and 

the protection of animal health.  These three organizations could 

be used as a forum for establishing international policy and 

creating a regulatory framework for biosecurity in toto.  There is a 

need for a coordinated approach to biosecurity and a need to have 

these organizations work together with their member partners to 

ensure the response and regulatory resources are in place to 

address any potential biological threat.  As already noted, terrorist 

threats to use or steal biological agents and nuclear materials must 

now be taken far more seriously. Indeed, unlike traditional 

chemical weapons, just a few kilograms of these agents or 

materials can inflict enormous harm.  This, in turn, increases the 

importance of monitoring the spread of dangerous infectious 

diseases to know if and when one has been attacked and to be able 

to take timely remedial action.  

World Customs Organization.  In the wake of the September 

11 terrorist attack no international governmental organization has 

been more proactive than the World Customs Organization 
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(WCO).  WCO, with 159 member states, is actively engaged in 

and aggressively pursuing a wide array of cooperative measures 

with dozens of international organizations and NGOs in addition 

to appealing to its members to institute previously approved 

compliance and enforcement measures to thwart the smuggling of 

materials for weapons of mass destruction.  First, they have 

developed an action plan to improve border security and prepared 

initiatives for adoption by the member states on securing and 

inspecting international cargo traffic.  For countries which lack the 

financial capability or expertise, WCO provides technical experts 

for training and arranges for grants and loans to buy the necessary 

equipment to fully implement these measures.  Second, WCO has 

signed over 40 agreements with international organizations, such 

as INTERPOL and WHO, and business-related NGOs such as the 

International Association of Ports and Harbors, to share 

information, provide subject-matter expertise, and to develop 

strategies for combating the smuggling of biological, chemical, 

and radioactive materials.171   

In addition, WCO works closely with member states customs 

authorities and it has created a restricted Customs Enforcement 

Network (CEN) database for sharing intelligence information 

among the members.  It has established eleven Regional 

Intelligence Liaison Offices (RILO), one recently opened up in 

Moscow, that put information into the database along with 

national customs authorities.   

WCO has recognized that there is a vital need to secure and 

protect the international trade supply chain but has also recognized 

the vulnerability of that supply chain to terrorist attack or being 

utilized by terrorists and rogue states for transporting weapons of 
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mass destruction.  The only way to interdict this illicit traffic is 

through the cooperation and exchange of information among all its 

members.  In that regard, WCO is working on a number of 

cooperative initiatives with member countries.  This includes 

examining the possibility of doing “bio alerts” similar to the 

International Atomic Energy Agency’s alerts for the theft of 

radioactive materials.  The idea is that items could be identified as 

being in danger of diversion to illicit BW programs and an alert 

issued.  WCO could then use their tariff trade codes as “identity” 

trackers for items of concern to places of concern.  So, any 

terrorist group that was trying to acquire materials or equipment 

for a BW program through international trade routes would have a 

much greater chance of being picked up by national customs 

officials.  WCO could work with export control groups, such as 

Australia Group, to help identify items of concern.  Finally, WCO 

has embarked on a campaign to work with business NGOs to 

develop mechanisms for reporting suspicious activities at each 

link in the chain of transport.  This would go from the exporter to 

the freight forwarders to the handlers (air, land, sea) to the 

importers to the end users.  One example is the Business Anti-

Smuggling Coalition, which WCO is working with to institute 

measures to interdict WMD smuggling.172 

International Maritime Organization.  The United States is 

leading an effort within the International Maritime Organization 

(IMO) to stop the shipping of biological agents for hostile 

purposes and to criminalize the use of BW on maritime vessels.  

IMO currently has 162 member states, has concluded cooperative 

arrangements with 37 international governmental organizations, 

and routinely consults with over 60 NGOs.  One of the key 



Roberts—Arms Control without Arms Control 

 69

objectives of the IMO is to take all action necessary to proactively 

respond to any threat to the safety of ships and those on board, and 

to the maritime environment.  The IMA agreed to hold a 

Conference on Maritime Security in December 2002, to adopt new 

regulations to enhance ship and port security and avert shipping 

from becoming a target of international terrorism.  In addition 

adopting and enforcing among its members practical preventative 

measures, it is also important to ensure that criminals who have 

perpetrated acts of violence at sea be properly brought to trial and 

punished.  IMO's legal committee is currently  reviewing the 

Convention for the Suppression of Unlawful Acts against the 

Safety of Maritime Navigation, 1988 and the Protocol for the 

Suppression of Unlawful Acts against the Safety of Fixed 

Platforms Located on the Continental Shelf, 1988 (the SUA 

treaties).173  

The United States has proposed amendments to these treaties 

to broaden the list of offenses to include using biological agents to 

harm persons on board ships and to use the cargo as a biological 

weapon.  As a follow-up to this initiative, member states should 

also consider new rules for maritime boarding of ships suspected 

of transporting weapons of mass destruction.  This could be 

modeled after the hot pursuit, boarding at sea, and other 

interdiction agreements negotiated among various states to stop 

drug smuggling.  Similar arrangements could be negotiated under 

the auspices of the IMO using the drug cooperation agreements as 

a model.174   

Regional Collective Security Organizations 

One of the key areas of multilateral cooperation in fighting 

the threat of biological weapons is the ability of collective security 
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and cooperation organizations to band together and develop 

comprehensive plans for defending and responding to threats and 

the actual use of BW.  There is probably no greater deterrent to a 

prospective proliferator or terrorist group than the knowledge that 

targeted countries are prepared to defend and protect themselves 

from these weapons and the certainty that the capability is there to 

respond overwhelmingly to an actual use.  Recognizing that there 

is a long way to go, the United States and other nations are acting 

promptly and effectively to defend against and limit the damage of 

any BW attack.  However, national solutions will not be 

sufficient, and the United States is working on a number of levels 

with its allies and friends to respond to any collective threat. 

North Atlantic Treaty Organization.  The most obvious and 

important of these relationships is with the NATO alliance.  After 

the September 11 attack the NATO alliance declared that the 

attack was, under Article V of the Alliance Charter,175 an attack 

against all 19 NATO allies.  As one senior NATO official 

declared, "There is a broad recognition now in the alliance—but 

there was not on Sept. 10, 2001—that the combination of 

terrorism and weapons of mass destruction is the single greatest 

threat, not just to the United States but to every member of the 

alliance."176  NATO subsequently agreed to provide its assets and 

capabilities to support operations undertake by other international 

organizations or by coalitions involving Allies to respond to any 

threat of use of biological or other WMD and other acts of 

international terrorism.177  NATO has evidenced a willingness to 

act as the primary responder to international acts of terrorism 

world-wide and support out-of-area non-NATO operations.  

Subsequently, the Alliance leadership has agreed on a number of 
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enhancement measures to strengthen NATO’s ability to respond, 

but unfortunately these promises have yet to be fully funded by 

America’s NATO partners.  For example, in May 2002, NATO’s 

Defense Group on Proliferation set forth a number of initiatives to 

improve NATO’s ability to combat and counter any biological 

weapons attack, including stockpiling medicines and protective 

equipment.  These initiatives have yet to bear fruit.178  If NATO is 

truly going to develop the response capabilities to affect a 

proliferator or state-sponsored terrorist group it must follow 

through on its political commitments to transform NATO. 

NATO has also laid out a blueprint for improving its ability to 

assist national authorities in protecting civilian populations and 

critical infrastructure.  This includes five new initiatives: “a 

prototype Deployable Nuclear, Chemical and Biological 

Analytical laboratory; a prototype NBC Event Response Team; a 

Virtual Center of Excellence for NBC Weapons Defense; a NATO 

Biological and Chemical Defense Stockpile; and a Disease 

Surveillance System.”179  Admittedly, the work on these initiatives 

is proceeding at a snail’s pace primarily due to a lack of funding 

on the part of the Alliance members.  Nowhere is this more starkly 

apparent than in the staffing of NATO’s Weapons of Mass 

Destruction [intelligence collection and coordination] Center.   

While promising to upgrade the Center from its current staff 

of 12,180 there is no funding forthcoming for upgrading the Center, 

and there is no effort to enhance its role as an intelligence sharing 

and analytical center.181  Originally established with the idea that 

the Center would employ as many as 200 scientists, economists, 

intelligence, and criminal experts to produce analytical reports 

based on intelligence and information from Alliance members and 



Roberts—Arms Control without Arms Control 

 72

other sources, the Center is a shell of the original concept.  The 

CIA is the only national intelligence agency to maintain a liaison 

officer, but there is little flow of information to the Center from 

any source.  There is a biologist on the staff to work on biological-

related issues, and the Center does generate some high-quality 

assessments, but clearly the role of the Center needs to be 

enhanced.  The Center is active in the development of the Virtual 

Center of Excellence, and work has finally begun on creating an 

information-sharing database with connectivity to all NATO 

member capitals on chemical, biological, and nuclear terrorism 

and proliferation threats.182  Success, of course, will depend in 

large part on the willingness of members to provide national 

intelligence information. 

One of the promising proposals, hopefully to be approved 

soon by the Alliance, is to combine military and civilian health 

surveillance data among NATO members and then to combine 

that information with other databases from multinational reference 

laboratories to provide NATO-wide surveillance to detect 

outbreaks of diseases including BW attacks.  This would be a 

useful and appropriate role for the WMD Center.  The Center 

could be custodian of databases, and these databases would be 

improved, upgraded, and integrated into a useful comprehensive 

system.  For example, one idea being considered is to have a 

stockpile of antibiotics/vaccines, which would be made available 

for all of NATO as required.  The Center would track the location 

and stock availability and provide that information to members as 

required.  The Center would maintain databases for nuclear, 

chemical, and biological (NBC) defense schools, NBC equipment, 

and national response capabilities.183   
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The Center would also be the logical place for maintaining a 

“virtual staff” for accessing expertise in times of crisis, which 

would alleviate some staffing costs.  While NATO officials are 

already working with WHO to create a medical surveillance data 

base, as discussed above, it would increase the effectiveness of 

NATO’s efforts in combating terrorism and responding to WMD 

threats by creating the same cooperative working and coordinating 

relationships with international police and regulatory 

organizations such as Interpol, Europol, and the World Customs 

Organization.  Certainly combining NATO’s capabilities with 

police, regulatory, and health organizations along with the 

national capabilities of its members would be far more effective 

than some hollow inspection or verification regime in stopping 

and responding to the threat of biological terrorism or warfare. 

NATO’s efforts and initiatives should serve as models for 

other regional organizations as they grapple with the threat of BW.  

While NATO is now the world’s only collective security 

organization with committed military forces, other regional 

organizations in their commitment to fighting terrorism could 

approve and encourage member states to collectively adopt 

measures and share information on potential proliferators or 

terrorist groups.  

Organization for Security and Cooperation in Europe.  For 

example, the Organization for Security and Cooperation in Europe 

(OSCE), with its 55 member states covering an area from 

Vancouver to Vladivostok, recently affirmed its collective 

commitment to battle all forms of terrorism including the use of 

WMD.184  Recognizing that these weapons pose a threat to 

international peace, security, and stability, the OSCE has 
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expressed its political support for export control groups such as 

the Australia Group and proposed organization-wide standards for 

effective licensing and enforcement procedures covering the BW-

relevant pathogens and BW-related dual-use equipment.  

Accordingly, it has sponsored a series of conferences to urge 

member states to comply with relevant international standards, 

cooperate with enforcement organizations, and continue to 

examine ways to cooperate and coordinate nonproliferation 

efforts.   

Within OSCE member states sub-regional cooperation is also 

beginning.  Recently, the defense ministers of southern European 

nations began a series of meetings to develop common 

assessments and promote cooperation among themselves in 

responding to the threats of WMD.  Proposed measures to be 

developed included regional defense intelligence and information 

sharing among militaries and border security.185  These types of 

regional and sub-regional efforts need to be encouraged, 

strengthened, and recognized as the front line in defending and 

responding to WMD terrorism and proliferation. 

Other Regional Organizations.  Other regional organizations 

such as the European Union,186 Organization of American States 

(OAS),187 and the Association of Southeastern Nations 

(ASEAN)188 could and are implementing similar measures.  For 

example, ASEAN recently signed a joint declaration with the 

United States to continue and improve intelligence and terrorist 

financing information sharing; enhance liaison relationships with 

law enforcement agencies to counter terrorism; strengthen 

capacity-building efforts through training and education programs, 

and joint operations; and provide mutual assistance on 
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transportation, border, and immigration controls.189  Other 

regional organizations such as the African Union (formerly the 

Organization of African Unity), the Arab League (where most of 

the countries of proliferation concern and sponsoring terrorism 

reside), the South Asian Association for Regional Cooperation, 

and the British Commonwealth could embark on similar and 

complementary efforts.  Of course, political commitments of this 

sort often do not translate into concrete action.  But it is the all-

important first step towards full regional cooperative efforts in 

fighting both terrorism and the proliferation of WMD.  These 

concrete, day-to-day cooperative efforts in tracking illicit financial 

transactions; law enforcement; intelligence gathering; military 

exchanges; training and education programs; customs, 

immigration and border patrol cooperation demonstrate the 

world’s commitment to stopping this world threat.  

Industry Associations and Other Nongovernmental 
Organizations 

It is clear that the pharmaceutical and biotechnology 

industries have a large role to play in both domestic and 

international preparedness, prevention, denial, and responses to 

the use of biological weapons.  On the defense/response side, the 

industry will have the lead in developing new vaccines and 

medicines, although this will be a challenging, difficult, and time-

consuming endeavor.190  In regards to prevention and denial of 

access to the agents, technology, and related materials, industry 

should also be committed and willing to work with national 

governments, IGOs, and other NGOs to further reduce the 

likelihood of proliferation or the use of such agents.   

One way the biotechnology industry can support and 

contribute to the struggle against the illicit use of biologic agents 
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is through cooperative measures with NGOs and strict 

enforcement of standards for safety and security and ethical 

practices.  For example, recently the International Institute for 

Strategic Studies and the Chemical and Biological Arms Control 

Institute initiated a biotechnology “project” with the objective of 

establishing “a world association of biotechnology companies, to 

encourage safe and secure operation of facilities and business 

practices.  So far, the response has been favorable and the project 

team continues to be engaged in bringing together biotechnology 

and pharmaceutical companies, along with other government and 

non-governmental organizations interested in public safety and 

security in relation to developments in biotechnology.”191   

One of the US alternatives to the BWC protocol included the 

need to “sensitize scientists to the risk of genetic engineering,” 

and to establish “national oversight of high-risk experiments.”192  

Life sciences researchers can no longer ignore the national 

security implications of their work and must participate in limiting 

the potential proliferation of new modes of bioterror.  This is not 

to say that areas of research should be prohibited.  Rather, 

boundaries need to be defined where the freedom of research is 

not impeded, but access to certain forms of research data should 

be limited to those with bona fide credentials.  Certainly freedom 

of intellectual enquiry must be protected.  However, researchers in 

physics, chemistry, and engineering have long had to accept 

constraints on public domain knowledge.  Biology and medicine 

should not escape the same responsibilities.  As one expert 

proposes, 

In 1975, at the dawn of the biotechnology era, scientists 
were concerned that new gene splicing methods and 
cross-species transfer of genes might convert harmless 
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microbes in the body into virulent pathogens or produce 
long-term genetic damage.  These concerns stimulated the 
Asilomar conference, which led to a voluntary 
moratorium on certain forms of genetic manipulations 
until the risks were evaluated.  Asilomar is a model for 
how science can independently regulate its own inquiries.  
This ethos must now be reawakened.193  

There are several additional ways industry and its 

representatives, such as the Pharmaceutical Manufacturers of 

America (PHRMA) and the Association of American 

Microbiology (AAM), can “fill in the gaps” of national and 

international efforts at stopping the BW threat.  In an effort to 

raise the conscious level of academics and scientists they could 

help draft and implement codes of conduct for the sharing of 

information and transfers of technology across borders.  Using 

their expertise they could develop, in concert with WHO, WCO, 

and interested national agencies, indications and warning signs of 

unusual or suspicious activities, requests, or organizations.  

Suspicious requests would be logged and reported to a central 

database that would be monitored by export control and/or police 

agencies.  Obviously misguided or criminally minded scientists 

will pay scant attention to ethical codes of behavior.  No doubt 

Russian medical personnel in their BW program took the 

Hippocratic oath yet still engaged in weapons research.  

Nevertheless, establishing a code of conduct will increase 

awareness and equip those engaged in legitimate, peaceful 

research with the tools to help identify and report illicit activities.  

PHRMA and AAM could also establish ethics committees 

within their organizations to develop standards or practice and 

ethical codes of conduct for sharing of information that could be 

used for the development and production of BW.  In conjunction, 



Roberts—Arms Control without Arms Control 

 78

the licensing of life sciences specialists should include testing on 

ethics, codes of conduct, and patterns of behavior, which could 

lead to a conclusion that activities were not legitimate research.  

This type of requirements is standard in the legal and medical 

professions.  It is more than appropriate under the clear and 

present danger we face that these professionals receive the training 

and understand the consequences of the inappropriate sharing of 

sensitive information.  Since industry already imposes severe 

restrictions on the transfer of commercial proprietary information 

it would have much to contribute in the development and 

promulgation of ethic standards and codes of conduct. 

WHO has already begun work on model practices for security 

issues related to pathogens?  It has engaged the American and 

European Biosafety Associations on issues related to the custody 

of pathogens and how they should or should not be distributed, 

similar to the US Select Agent regulations that prohibit the 

unauthorized shipment of selected agents.  Active participation 

and agreement by industry, NGOs, and national governments in 

such practices will heighten awareness, prevent inadvertent loss, 

and make more difficult the deliberate unlawful transfer of 

pathogens.   

Biosecurity is another area where industry has a significant 

role to play.  Currently, there are hundreds of companies and 

laboratories around the world that work with dangerous 

pathogens.  While the United States has regulations which require 

anyone shipping or receiving listed pathogens or toxins to register 

with CDC and demonstrate a legitimate necessity for the material, 

most nations lack this type of regulation, and there is no 

international standard for regulating, licensing, and registering 
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companies, labs, or universities which work with these dangerous 

agents.  One idea that has merit is the negotiation and 

implementation of an international insecurity convention, building 

on the ongoing implementation of the 1992 Biological Diversity 

Convention and its 2000 Cartagena Protocol on Biosafety.194 

The proposed convention would “include provisions for the 

safe handling, transfer, and use of genetically modified 

organisms.”  Nations would agree on a set of basic obligations and 

guidelines, which would be implemented in detail by each 

member state through enactment of legislation and regulation.  

While the authors of this proposal support a legally binding 

instrument,195 it might be done just as effectively through the 

voluntary agreement of member states.  Those nations or 

companies that did not follow the new international standards 

established by the convention would not be allowed to participate 

in the sharing of technology and information that other member 

states would have access to.  The technology and economic 

advantages in the sharing of this knowledge is self-evident and 

forms the basis for most export control regimes, which are all 

voluntary restraint mechanisms.  Industry participation and 

endorsement of either a legally binding or voluntary convention is 

both necessary and desirable since the standards must 

accommodate both safety and commercial concerns. 

Export Controls 

One of the many critical areas of cooperation is the control of 

exports which may have relevance to the development of 

biological weapons.  Most BWC members have national export 

control laws and regulations regarding the transfer of BW-related 

technologies and materials. Countries that do no or are unable for 
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financial reasons to implement appropriate export control 

regulations can receive direct assistance from the United States 

through the Export Control Assistance Program.196  It is essential 

that member states keep sensitive BW-related goods and 

technologies out of the hands of terrorists and their state 

sympathizers.  To do so requires not only the enactment of 

national measures but to also work bilaterally to assist other 

countries in upgrading their tracking and enforcement capabilities 

and to use a multilateral forum for ensuring supplier cooperation 

in curbing illicit BW-related trade. 

One export control group established specifically for the 

control of chemical and biologically related materials and 

technology is the Australia Group (AG).197  The AG is an informal 

network of 33 countries plus the European Commission that 

consult on and harmonize their national export licensing measures 

on chemical and biological items.  All participants are members of 

the BWC, which legally obligates states parties not to assist in any 

way the development and production of BW.  AG participants 

agree, through a series of agreed guidelines, to prevent any 

inadvertent contribution to a BW program. While it is true that 

proliferators and terrorists can undertake BW research, 

development, and production with off-the-shelf items, restricting 

their access to more advanced technologies, information, and 

strains of pathogens will impede their programs to varying 

degrees.   

Recently, the AG adopted formal guidelines governing the 

licensing of biological items and applying more rigorous controls 

on the export of fermentors, lowering the threshold from 100 liters 

to 20 liters, and adding eight new toxins to the Group’s biological 
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control list (currently a total of 19).198  The Group also for the first 

time controlled the “intangible transfer of information and 

knowledge which could be used for BW programs.”199   Australia 

Group participants also share information regarding proliferation 

concern.  The AG participants contend that export licenses operate 

to deter proliferation by monitoring trade in relevant materials, 

and provide authority to stop a sale in the infrequent cases where a 

prospective export is likely to contribute to a BW program.  The 

licensing measures applied by AG participants affect only a small 

number of countries where there is evidence of developing or 

maintaining a BW capacity.  

Currently, the AG does not have any formal working or 

coordination relationships with any other international 

organization, governmental or otherwise, except the European 

Commission.  Several inter-governmental organizations have 

expressed interest in participating in AG activities.200  This has 

merit since these organizations, like individual nations, recognize 

that to effectively counter proliferation of bioterrorist activities 

will require cooperation over a wide area of activities. 

International Law Enforcement Initiatives 

International law enforcement organizations have been at the 

forefront of developing cooperative relationships with numerous 

national and international crime fighting and regulatory 

organizations to stop the proliferation of WMD.  The best known 

is the International Criminal Police Organization, better known as 

Interpol.  It currently has 179 member nations and its goals are “to 

ensure and promote the widest possible mutual assistance between 

criminal police authorities within the limits of laws existing in the 

different countries and in the spirit of the Universal Declaration of 
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Human Rights.”201 Interpol’s Public Safety and Terrorism sub-

directorate (PST) deals with matters relating to terrorism and 

weapons of mass destruction.  PST coordinates the widest possible 

cooperation and exchange of information among member law 

enforcement agencies by utilizing its extensive communications 

network and central records archives.  It collects, stores, analyzes, 

and disseminates intelligence about suspect terrorists groups.  

Interpol’s Safety and Terrorism Branch also assesses potential 

BW threats and issues alerts and warnings as appropriate.  Finally, 

Interpol enters into a number of cooperative relationships with 

other police (Europol), regulatory (WCO), subject matter expert 

(for example, the International Atomic Energy Agency) agencies, 

or other international organizations (for example the International 

Association of Law Enforcement Intelligence Analysts) to 

monitor, track, interdict, and arrest terrorists or smugglers of 

biological, chemical, or radiological material. 

One agency Interpol has a close relationship with is the 

European police organization or Europol.  Europol works mainly 

through formal agreements with law enforcement, security 

services, national police, military police, and customs agencies to 

coordinate policies and share intelligence.202  It has a cooperation 

agreement with the United States and other out-of-area countries.  

So far, Europol is hampered by its inability to share only generic 

information on types of threats.  It cannot share information on 

particular individuals suspected of crimes.203  To be an effective 

intelligence sharing organization this will have to change.  

Europol also has a serious crime unit which deals exclusively with 

terrorism and the illegal trafficking of NBC materials.  It is 

currently working to establish a link between normal police-type 
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activities and response efforts in the wake of a biological attack.  

In recognition of the bio threat it is proposing a “center of 

excellence” on bio terrorism, which would be a database and 

virtual staff of experts on biological warfare and how to respond 

to an attack.  It also is attempting to establish a database of “best 

practices” of law enforcement on how best to respond to a 

particular crisis such as a BW attack.204  These initiatives require a 

minimum of additional funding. They do, however, require the 

political will and commitment of member nations to share national 

information and participate actively in these international efforts.   

The United States has been very active in providing training 

and equipment and expertise in a number of areas.  However, 

there remains much more to be done in the information sharing 

area due to the sensitivities of methods and means in the 

acquisition of such information and differing laws and 

perspectives on the safeguarding of personal information.  In the 

wake of the September 11 terrorist attacks these barriers are 

slowly being removed. 

Financing the Spread of Bio Terror:  Interdiction Initiatives 

One of the most significant and critical international 

cooperative initiatives is the set of on-going efforts at interdicting 

the financing networks of terrorists.  There are a multitude of 

national, regional, and international initiatives underway to dry up 

the financing of those groups secretly engaged in acquiring the 

capacity to use WMD.  Briefly, UN Security Council resolution 

1373 requires all states to stop financing terrorism and freeze 

without delay the assets of terrorists and their associates and close 

their access to the international financial system.205  In that regard, 

nations should quickly ratify the UN Convention for the 
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Suppression of the Financing of Terrorism.206  Regional 

organizations are meeting to institute region-specific plans to 

cooperate in the interdiction of financial transactions by terrorist 

groups.  For example, the United States recently hosted a meeting 

of the ASEAN Regional Forum on this topic.  It endorsed a work 

plan for implementing specific measures to eliminate these 

financial networks and seize the assets of terrorist groups. 

Specifically, it called on member states to 

[W]ork co-operatively and in collaboration with the 
International Monetary Fund (IMF) and World Bank, 
Financial Action Task Force on Money Laundering 
(FATF) and FATF-style bodies, Financial Stability 
Forum (FSF), Basle Committee of Banking Supervisors 
(BCBS), and other relevant international and regional 
bodies to promote the adoption, implementation, and 
assessment of international standards or recommendations 
to combat the abuses of the financial system, including in 
respect of terrorist financing, financial regulation, and 
money laundering.207 

In addition, like-minded states should consider implementing 

similar initiatives against rogue nations bent on acquiring BW or 

sponsoring surrogate terrorist groups.  In the last year the US 

Department of Treasury, in cooperation with its EU counterparts, 

has blocked the assets of 210 entities and individuals, and 161 

countries have “taken concrete action to block the assets” of 

terrorist groups and individuals with, so far, $116 million 

frozen.208  Similar actions can and should be taken against the 

sponsors of these terrorist groups and those who would violate 

international legal obligations by engaging in WMD proliferation.  

Nations which cannot participate in world-wide financial markets 

worry about their assets being frozen in foreign banks and other 

financial institutions, cannot get loans for development projects, 

generally suffer the same deprivations applied to their terrorist 
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counterparts, and may re-think their decision to develop and 

produce biological weapons.  In any event, without financial 

resources states and terrorist groups will have little chance to 

acquire WMD capabilities no matter how much the desire and 

determination. 

ARMS CONTROL WITHOUT ARMS CONTROL:  
FITTING THE CURE TO THE DISEASE 

We stand on the threshold of a new era in which hundreds 
of millions of people will at last be safe from some of the 
world’s most terrible diseases. . . .  We also stand on the 
brink of a global crisis in infectious diseases. No country 
is safe from them.  No country can any longer afford to 
ignore their threat. 

  -- Hiroshi Nakajima, Director General of WHO209 

In the wake of the events of 11 September, controlling such 

horrific and morally abhorrent weapons was given an even greater 

imperative and wider global attention.  While it is unlikely that the 

protocol will be resurrected, it is important we maintain the norm 

that relegates those that acquire or use BW to the status of 

international criminals and enemies of civilized society.  To do so, 

the United States and its allies must remain creative, vigilant, and 

forward-looking in dealing with the multi-dimensional threat 

posed by biological weapons.  The proposals submitted here posit 

a new paradigm for addressing this problem.  It is one that 

recognizes that the only real chance for success in this war is 

through a multi-disciplinary approach involving as many IGOs 

and nations as possible.   

It is easily demonstrable and compelling that in the case of 

stopping biologically based threats to international peace and 

security traditional arms control will not work.  The road to 

international hell is often paved with the best of bad conventions, 

and the protocol was surely a prime example.  The traditional 
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approach—declarations, visits/inspections, and challenge 

investigations in a “verification” treaty—simply provides no 

greater level of confidence in compliance.  It is fairly easy to 

count and inventory missiles and tanks and have a high degree of 

confidence that you have counted them all.  It is virtually 

impossible to count microscopic bugs.  Even assuming you could, 

the dual-use nature of these biologic agents—unlike tanks and 

missiles, which have only one purpose—means you cannot verify 

intent with traditional arms control measures.  Given the real 

dangers to national biodefense programs and vital commercial 

interests in one of the major industries of the 21st century, it is 

difficult to see how accepting a broad-based, elaborate, 

multilateral but totally ineffective regime advances United States 

and international security interests.  On top of a totally ineffective 

treaty, adding another major international bureaucracy dedicated 

to inspecting declared facilities in countries that do not have a BW 

program and that could not find one in those countries that do, is a 

price too high to pay. 

As extensively discussed, this is a real and present danger to 

national security and to the security of our friends and allies.  The 

threat is more serious than ever.  Clearly, biological weapons can 

be developed secretly and used without warning, leaving little 

time for the targeted nation to discern intentions or formulate a 

response.  It is a hard fact that we now and for the foreseeable 

future live in a world in which biological weapons (and other 

weapons of mass destruction) not only exist, but are proliferating.  

It is clear that there are terrorist states that currently possess these 

weapons or are actively seeking to develop or acquire them.  

Likewise, state-sponsored terrorist groups, terrorist networks, and 
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doomsday cults exist which are actively pursing such weapons.  

And, as recent revelations about the Al Queda terrorist network 

has revealed, any one or combination of these enemies of freedom 

would not hesitate to use these weapons if they believed it would 

serve their purposes.  Further, new technologies and genetic 

modification of traditional agents could defeat protective 

measures, including vaccines.  Biological weapons-related 

activities lack unique distinguishing signatures, can be small-scale 

and very easily concealed, and do not require a large production 

infrastructure to make significant amounts, either for terroristic or 

military purposes.  The protocol, or any arms control agreement 

for that matter, is incapable of addressing these sophisticated 

threats to national and international security. 

The BWC is not the only possible—although extremely 

important—mechanism for preventing the acquisition and use of 

BW.  Indeed, while it and the Gas Protocol remain the 

international basis for condemning any possession or use of 

biological agents as a crime against humanity, serving as the 

written embodiment of the BW nonproliferation norm, there are a 

number of alternative institutions and mechanisms that offer 

realistic and concrete methods for detecting, stopping, rolling 

back, and deterring clandestine BW programs.  The painstaking 

and deliberate construction of this web of measures, some of 

which are described in detail here, along with holding nations 

accountable for their compliance failures, is the best hope for 

ultimately ending the threat of these weapons of mass destruction.   

As biological weapons sophistication and the threat increase, 

so should our approaches to combating it.  The overarching 

concern, however, is the inherent difficulty of crafting a single 
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mechanism to address this unique threat.  The threat of biological 

weapons and bioterrorism is a threat that cannot be appeased, 

cannot be ignored, but must not be allowed to dominate our future 

or the future of the world.  So, in sum, the prescription for fighting 

this threat is not another traditional arms control verification 

regime but rather a web of carefully crafted and directed measures 

and initiatives instituted by nations and technically proficient 

international governmental organizations backed by no-nonsense 

enforcement and compliance mechanisms to bring would-be 

miscreants, either individuals or governments, to justice for 

violating the norms of humanity. 

A united world, acting in concert across a broad front of areas 

utilizing the full panoply of financial, diplomatic, economic, and 

military resources at our disposal, with the firm determination to 

rid the world of these weapons of terror is, frankly, our best hope 

for success.  Those that pursue the acquisition and use of such 

weapons must learn that to do so is a huge miscalculation. 

Specifically, that using such weapons will not spell success for 

their perverted aims but bring about with certainty the end of them 

and any chance of achieving their aspirations.  Once theses 

enemies of mankind understand no legitimate government will 

support them, that international police and other regulatory 

international organizations are actively seeking to impede, stop, 

and punish them; once nations which would attempt to acquire 

them understand that the costs far outweigh any perceived benefit; 

and once the scientific and industrial sectors accept a 

responsibility to safeguard the technology and information which 

makes possible the development and use of these horrible 
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weapons; only then can we confidently hope that this threat to 

mankind will be eliminated.   

Making this broad commitment will take time, money, effort 

and political will.  But the multi-faceted efforts proposed and 

described here are already being undertaken as more and more 

nations and institutions realize this is the only effective way to 

stop this scourge.  As the late Ambassador Robert Strausz-Hupé 

presciently commented, “I have lived long enough to see good 

repeatedly win over evil, although at a much higher cost than need 

have been paid.  This time we have already paid the price of 

victory. It remains for us to win it."210  By moving beyond the 

“arms control” solution and adopting this approach our victory 

over this threat to civilized society is within sight. 

NOTES 

                                                 
1 Quoted in Biohazard News at http://biohazardnews.net. 
2 The term "Weapons of Mass Destruction (WMD)" is a short-hand 
way of referring to chemical, biological, or nuclear or radiological 
weapons and their means of delivery, usually ballistic missiles.  It is 
noted and understood that other weapons could easily produce mass 
casualties.  Radiological dispersion devices and information or cyber 
attacks have also been described as WMD.  Any definition of WMD 
always includes “biological” weapons. 
3 Convention on the Prohibition of the Development, Production and 
Stockpiling of Bacteriological (Biological) and Toxin Weapons and 
on their Destruction, 26 UST. 583; TIAS 8062; 1015 U.N.T.S. 163.  
Signed on April 10, 1972 and entered into force March 26, 1975.  
There are currently 145 states parties and 18 signatories. 
4 Biological agents are either replicating agents (bacteria or viruses) 
or nonreplicating materials (toxins or physiologically active proteins 
or peptides) that can be produced by living organisms.  Some 
nonreplicating biological agents can also be produced through either 
chemical synthesis, solid-phase protein synthesis, or recombinant 
expression methods.  Office of the Surgeon General, US Army, 
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